CML Personal Intel VT-x/EPT Issue

In some scenarios, it is observed that the CML deployed in VMware workstation/workstation PRO
running Windows Operating systems, may not boot with the error, VT-X is not supported on the
platform.

Virtualized Intel VT-)/EPT is not supported on
this platform.

Continue without virtualized Intel VT-x/EPT?

Yes No

Clicking "yes", It may run into another error and would not allow you to start CML VM.
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'0.' Error while powering on: VMware Player does not - hine which
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support nested virtualization on this host.
Module 'HV' power on failed.

Failed to start the virtual machine. ual Applia
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Troubleshoot steps:

1) Local Group Policy Editor

Open Local group Policy Editor in Windows Start menu
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D) local grou

& m Work Apps Documents Web Settings UL

cisco

Best match

I Edit group policy

Control panel

Q local group policy editor Edit group policy

See work and web results Control panel
Search work and web
Q local grou - See work and web results

Local Group

o Computer Configuration > Administrative Templates > System > Device Guard > Turn On
Virtualization Based Security=> edit from Not configured to Disabled

cal Group Policy Edito — m]

File Action View Help
s 2E @ HE T
| Local Computer Policy ‘ " Device Guard

~ (% Computer Configuration . o i
N Turn On Virtualization Based Setting
| Software Settings s .
ecurity

Windows Settings |iz| Deploy Windows Defender Application Control
A [ Turn On Virtualization Based Security

~ || Administrative Templates Edit policy setting
| Control Panel

| Desktop Requirements: & Turn On Virtualization Ba ecurity
7 Network At least Windows Server 2
Printers Windows 10 EE] Turn On Virtualization Based Security
| Server Description:
| Start Menu and Taskb: Specifies wh.ether Virtualiz ) Not Configured Comment:
~ [ System Based Security is enabled.
Access-Denied Ass O Enabled %
Virtualization Based Securi
1 App-V

the Windows Hypervisor t @) Disabled

Audit Process Crea provide support for securi

Supported on:

| Credentials Delega services. Virtualization Bas At least Windows Servel
Device Guard Security requires Secure Bl

| Device Health Atte can optionally be enabled
- . - use of DMA Protections. [ e, e

e Computer Configuration > Administrative Templates > System > Device Guard > Deploy
Windows Defender=> edit from Not configured to Disabled
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oup Policy Edito — O
File Action View Help
(h_ﬁ) NE = HE T

" Local Computer Policy " Device Guard
v i Computer Configuration
| Software Settings
| Windows Settings

Deploy Windows Defender Setting
Application Control

[ Deploy Windows Defender Application Control

= Turn On Virtualization Based Security

~ || Administrative Templates Edit policy settin ~ E
| Control Panel
| Desktop Requirements: & Deploy Windows Defender Application Control
7 Network At least Windows Server 2016,
1 Printers Windows 10 5] Deploy Windows Defender Application Control
| Server Description:
| Start Menu and Taskbi Deplpmedcws Defender O Not Configured Comment:
v | System Application Control
Access-Denied Ass . . () Enabled
App-V This policy setting lets you dep|

a Code Integrity Policy to a © Disabled
| Audit Process Crea machine to control what is Supported on:
| Credentials Delega allowed to run on that machine At least Windows Ser

Device Guard

2) Turn Windows features on and off

Open “Turn Windows features on or off in Windows Start menu

) Windows featurd

cisco

& o Work  Apps Documents  Web  Settings People [ oshialss

Best match

I u Turn Windows features on or off

Control panel

windows features Turn Windows features on or off

See work and web results Control panel

Settings

@. Change the language that
Windows features appear in

e Turn off Hyper-V, Microsoft Defender Application Guard, Windows Subsystem for Linux,
Virtual Machine Platform, Windows Hypervisor Platform.
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¥4 Windows Features — [m] X

Turn Windows features on or off (2]

To turn a feature on, select its check box. To turn a feature off, clear its check box. A
filled box means that only part of the feature is turned on.

Device Lockdown

Guarded Host

Hyper-V

Internet Information Services

Internet Information Services Hostable Web Core
Legacy Components

Media Features
Microsoft Defender Application Guard
& [ Microsoft Message Queue (MSMQ) Server
8 Micosoft Print to PDF
Microsoft XPS Document Writer
B ) MultiPoint Connector
# @ Print and Document Services
—_— 2 S .
| OK Cancel
3) Windows Security

Open Device security in Windows Start menu

) device sekurity

: alialn
& 0 Work  Apps  Documents Web  Settings ioco

Best match

am Device security
» System settings ‘ '

Settings Device security
System settings

{§ Enable Device Portal

Start settings

[] Open mobile device settings

Search work and web

o Device Security > Core Isolated > Turn off "Memory integrity" toggle inside "Core Isolation".
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Windows Security

&«

Home

Q o

Virus & threat protection

Account protection

Jo

() Firewall & network protection
B8 App & browser control

O Device security

3

Device performance & health

4) Edit Registry

rza
=h

i Core isolation

[

HS

Security features available on your device that use
virtualization-based security.

This setting is managed by your administrator.

Memory integrity

Prevents attacks from inserting malicious code into high-
security processes.

s

Learn more

Memarv access nratection

Open Windows Registry Editor in Windows Start menu, Run as Administrator

) Registry Editor

& o Work  Apps

Best match

¢, Registry Editor
" System

This PC - Documents

. i40e_register - in src
. i40e_register - in i40e
. CML SL Registration

alectra hydro registration

*PATH:

Web  Settings People >

Registry Editor

System

Open

Run as administrator

B open file location
<P

Pin to Start

o Computer\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\DeviceGuard\Sce
narios\HypervisorEnforcedCodelntegrity => edit Enabled to 0
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]
_File Edit View Favorites Help
Computer\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\DeviceGuard\Scenarios\HypervisorEnforcedCodelntegrity

stry Editor

> CrashControl Name Type Data

> . Cryptography | (Default) REG_SZ

> £ DeviceClasses :ﬁﬂ}gni};ed REG_DWORD 0x00000001 (1)
? EEVFEE"”:B!WP“’DM edBootid REG DWORD 0x0000005¢ (92)
> evice(ontainers

? ) (32-bit) Value > | Ox00000000 (0!

v DeviceGuard - . @

N 0x00000001 (1)
v Scenarios

: ' Value name:

CredentialGuard Enabled

: HypervisorEnfarce:

KernelShadowStac Value data Base

SystemGuard 0 © Hexadecimal

> DeviceMigration () Decimal

> DeviceOverrides

> DevicePanels oK Cancel
> DevQuery

N Mis -

o Computer\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\DeviceGuard\Sce
narios\SystemGuard=> edit Enabled to 0
ﬁ Registry Editor

File Edit View Favorites Help

Computer\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\DeviceGuard\Scenarios\SystemGuard

CrashControl Name Type Data
Cryptography ab|(Default) REG_SZ (value not set)

DeviceClasses #4|ChangedIinBootCycle REG_QWORD 0x1db3508073¢
DeviceContainerProperty onf D (n

DeviceContainers ::IE”ab§ Edit DWORD (32-bit) Value
DeviceGuard I el Man mm
v . Scenarios
CredentialGuard Enabled
HypervisorEnforce:
KernelShadowStac
SystemGuard
DeviceMigration
DeviceOverrides

DevicePanels Cancel

DevQuery

Covevovev v

Value name:

Value data Base
q © Hexadecimal

(O Decimal

vow v

e Computer\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\DeviceGuard

Set VBS value to "0" from Registry Editor ("EnableVirtualizationBasedSecurity" DWORD
Key).

_File Edit View Favorites Help
Computer\HKEY_LOCAL MACHINE\SYSTEM\CurrentControlSet\Control\DeviceGuard

> CrashControl Name Type Data
> CryFmgraphy ab)(Default) REG_SZ (value not set
7 = DeviceClasses $4 CachedDrtmAuthindex REG_DWORD 0x00000004 ¢
> BEV!‘EEO”IB!"HP“"’M ?_.'.ﬂEnajgvmualizarionBasadSacuriry REG_DWORD 0x00000001
>
evice’ ontainers 24 Loc REG DWORD 0x00000001 (
v DeviceGuard B B
I Requirel Edit DWORD (32-bit) Value X 00001 (
> Scenarios
» T2 DeviceMigration Bé|Requiref Value name 0001 ¢
> DeviceOverrides EnableVirualizationBasedSecurity
> DevicePanels
> 7 DevQuery Value data Base
> Diagnostics 0 © Hexadecimal
> DmaSecurity () Decimal
- EarlylLaunch
> Els
A Frrata

e Computer\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\DeviceGuard

Set DeviceGuard value to "0" from Registry Editor ("RequirePlattformSecurityFeatures"
DWORD Key).
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ﬁ Registry Editor
File Edit View Favorites Help

V(Dmpuier\HKEY LOCAL_MACHINE\SYSTEM\CurrentControlSet\Contro/\DeviceGuard

e Computer\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Lsa

Set CredentialGuard value to "0" from Registry Editor ("LsaCfgFlags" DWORD Key").

ﬁ Re ditor
_File Edit View Favorites Help
Computer\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Lsa

> CrashControl Name Type Data
> Cryptography 1!; (Default) REG_SZ (value not se
> DeviceClasses §|CachedDrtmAuthindex REG_DWORD 0¥00000004 {
> g“‘“é“”?!“'"m”m EnableVirtualizationBasedSecurity REG_DWORD 0x00000001 (
> eviceContainers

Locked REG_DWORD 0x00000001 (
v DeviceGuard > -

N Scenarios I #%|RequireMicrosoftSignedBootChain REG_DWORD 0x00000001 (
> DeviceMigration |88 RequirePlatformSecyrityFeatures REG_DWORD 0x00000001
> DeviceOverrides
> Bl DevicePanels Edit DWORD (32-bit) Value %
> DevQuery
> Diagnostics Value name:
> - DmaSecurity RequirePlatiormSecurityFeatures
- EarlyLaunch
N EAS Value data. Base
s B Fls o © Hexadecimal
> Errata () Decimal
> FeatureManagement

FileSystem Cancel
FileSystemUtilities

Type

REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_BINARY
REG_DWORD
REG_DWORD
REG_DWORD

KernelVelocity Name
» © Keyboard Layout {| crashonauditfail
i Keyboard Layouts sabledomaincreds
KLoader X %3] everyoneincludesananymous
7 IL.::pSechdlnfDrmatlon ‘ﬁ”&:]furteguest
N AccessProviders ullprivilegeauditing
N Audit i itBlankPasswordUse
» 7 CentralizedAccessPoli LmCompatibilityLevel
> © ComponentUpdates I LsaCfgF|ags
> Credssp Lsi ™" "l T N
Data s Edit DWORD (32-bit) Value
DPL Value name:
FGpr;AlgurithmPull(y LsaCfgFlags
D 3 Value data:
> Kerberos = 0
MSV1.0 = |
- ‘ﬂRE
> OfflinelLSA
> = OfflineSAM R
OSConfig

5) Download and run Device Guard and Credential Guard readiness tool script

e Download the script from the below Official Windows link.

https://www.microsoft.com/en-

us/download/details.aspx?id=53337&msockid=3353bc8848b26c971100a9b5490b6dde

Open Windows PowerShell as Administrator

Base
© Hexadecimal

() Decimal

Data
0x000C
0x000C
0x000C
0x000C
00
0x000C
0x000C
0x000C
0x000C
0x000C
0x000C
scecli
0x000C
0x000C
0x000C
O:BAG:
0x000C
0x000C
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https://www.microsoft.com/en-us/download/details.aspx?id=53337&msockid=3353bc8848b26c971100a9b5490b6dde
https://www.microsoft.com/en-us/download/details.aspx?id=53337&msockid=3353bc8848b26c971100a9b5490b6dde

) powershe

< o Work Apps Documents Web Settings People b

Best match

Windows PowerShell >
System —

Apps Windows PowerShell

System
Windows PowerShell ISE

Windows PowerShell (x86) Open

Windows PowerShell ISE (x86) Run as Administrator

Run ISE as Administrator
Settings

Windows PowerShell ISE
1§ PowerShell Developer Settings

Allow local PowerShell scripts to
L) : T
run without being signed

Navigate to the Folder to which you have extracted the downloaded file

Directory: C:\Users\rkoch: Desktop\VTX issue\c

iteTime Length Name

9 DefaultWindows Audi
faultl i ipolicy.p7b
] " forced.xml
ipolicy.p7b
.psl

.\DG_Readiness Tool v3.6.psl

Usage: .\DG_Readiness.ps1 -Disable

Reboot and press F3 twice to confirm.
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6) Upgrade VM compatibility

Upgrade VM hardware compatibility to latest in CML Edit Virtual Machine Settings in Workstation

Change Hardware Compatibility Wizard

Choose the Virtual Machine Hardware Compatibility
Which compatibiity format would you ke to convert to?

v Devices
i Virtual machine hardware compatibiity
M 868 R
emory 8 Hardware compatbiity: | Workstaton 17.x
Processors 2
Compatible with
Hard Disk (NVMe) %G8
Hard Disk 2 (NVMe) 100 GB Compatbie products:
CD/DVD (SATA) Auto detect #usion. 15.x Py
Workstabon 17.x ts
<0 Network Adapter NAT Workstaton 14.x ddapters
E5% 6.5
USB Controller Present -.-.'um;u.m 12.x ior ahics memory
Sound Card Auto detect Workstaton 11.x
Workstadon 10.x
Prnter Present Workstaton 9.x
. Workstation 8.x
Yispl 4 Vor
Display L\;;u(o detect Workstaton 6.5-7.x
{Workstaton 6.0
Workstabon 5. x
¥ Description

coua o

v Virtual Machine Detailc

Try booting the CML VM Now
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