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Cisco CSR 1000v deployment options in the cloud

Automating a virtual router in the 
hybrid cloud
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Cloud Connectivity Challenges

On-Prem Datacenters

Remote Branches

Public Cloud

• Complexity & Dependency – Need a 
simple and scalable way to securely 
extend the private network across 
Multicloud environments

• Inconsistent security policies between 
private & public- Need to apply 
consistent security policies 

• Performance and ambiguity for best 
path to reach the cloud – Need 
enhance application experience Applications

Users

Cloud
Connect
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VMVMVM

Site A
Site C

Site D

ACI Multi-Site Appliance

Consistent Network and 
Policy across clouds 

Seamless Workload 
Migration 

Single Point of 
Orchestration

Secure Automated 
Connectivity 

Site B

VMVMVM

ACI – On Premise

VMVMVM
VMVMVM

Use Case: Multi Cloud Deployment

Manage public cloud sites like regular ACI sites

Roadmap
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Use Case: Connect Remote Users to the Public Cloud

• SSLVPN access using Cisco AnyConnect for teleworkers and remote users

• Flexible AAA server options for remote user authentication

• Replicate or scale your applications in Public Cloud regions near your users

• Seamless transition for existing AnyConnect deployments (no new client, reuse existing configuration)

Subnet

Virtual Network

CSR 1000v

Remote Access VPN Using the CSR 1000v
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Cisco Cloud Services Router (CSR) 1000V
Cisco IOS XE Software in a virtual network function form-factor

Software
Same IOS XE software as the 

ASR1000 and ISR4000
Performance Elasticity

Available licenses range from 
10 Mbps to 10 Gbps

CPU footprint ranges from 
1vCPU to 8vCPU

Infrastructure Agnostic
Runs on x86 platforms

License Options
Term based 1 year, 3 year 

or 5 year

Programmability
NetConf/Yang, RESTConf, Guest 

Shell and SSH/Telnet 

Server

Hypervisor
Virtual Switch

OS OS

App App CSR 1000V
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Supported Hypervisors

ESXi 6.5 update 1

Red Hat Enterprise Linux 7.4

Ubuntu 14.04 LTS

Suse Linux 12-SP3

Hyper-V for Windows Server 2016

XenServer 6.5



© 2017  Cisco and/or its affiliates. All rights reserved.   Cisco Confidential

Supported Public Cloud providers
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` Physical Hardware:
• CPU - Intel Nehalem or AMD
• CPU with clock frequency >= 2.0
• Gigabit Ethernet interfaces

CSR1000v VM specifications

CSR1000v Virtual Machine specs:
• CPU: 1 to 8 virtual CPUs
• Memory: 4 GB to 16 GB
• Disk space: 8 GB
• Network interfaces: Two or more vNICs, up to 
maximum allowed by hypervisor 

CSR 1000V

Hypervisor
Virtual Switch
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Deploy Cisco CSR 1000v 
on Google Cloud Platform
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1. Marketplace

2. Manual, with custom data
3. Programmatically

• APIs
• Action Orchestrator
• Terraform
• …

Options

https://www.cisco.com/c/en/us/td/docs/routers/csr1000/software/gcp/b_csrgcp/b_csrgcp_chapter_00.html

https://www.cisco.com/c/en/us/td/docs/routers/csr1000/software/gcp/b_csrgcp/b_csrgcp_chapter_00.html
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Demo #1
• Deploy a CSR 1000v 
router from GCP 
marketplace
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Select a solution in the Marketplace
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Launch deployment from Marketplace
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Leverage Solution Template

Bring your own license (BYOL) 
deployment

Prerequisites: SSH keypair
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Deployment Manager
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Solution deployed email notification
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Access the CSR 1000v Router
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Cleanup from Deployment Manager
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Demo #2

• Deploy a CSR 1000v 
router manually on GCP 
using Cloud SDK

• Customize options
• New VPC with 
autosubnets
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Create a new VPC (autosubnets)



© 2017  Cisco and/or its affiliates. All rights reserved.   Cisco Confidential

VPC and Subnets created
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Create a new VM Instance
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Create a new VM Instance
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Create a new VM instance from Cloud SDK
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Manual Cleanup
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Demo #3

• Automate CSR 1000v 
deployment on GCP 
using Terraform GC 
provider

• Customize VPC, 
subnets and startup 
configuration
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ACI and Terraform – Jan 8 2020
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Terraform – Infrastructure Resources Manager

• Use Infrastructure as Code to provision 
and manage any cloud, infrastructure, or 
service 

• Compose and combine infrastructure 
resources to build and maintain a desired 
state

• Plan and execution distinct actions
• Managers all resources through APIs
• Resources and data can be reused within 

modules
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https://www.terraform.io/docs/providers/index.html

https://www.terraform.io/docs/providers/index.html
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GCP Create Service Account
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Demo #3
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Terraform config GIST

https://gist.github.com/rtortori/dda3711d7e49cf8da858f8b84e49bc72
➜ terraform_gcp_csr1k > terraform plan
Refreshing Terraform state in-memory prior to plan...
The refreshed state will be used to calculate this plan, but will not be
persisted to local or remote state storage.

------------------------------------------------------------------------

An execution plan has been generated and is shown below.
Resource actions are indicated with the following symbols:
+ create

Terraform will perform the following actions:

# google_compute_address.static will be created
+ resource "google_compute_address" "static" {

+ address            = (known after apply)
+ address_type = "EXTERNAL"
+ creation_timestamp = (known after apply)
+ id                 = (known after apply)
+ name               = "csr1k-external"
+ network_tier = (known after apply)
+ project            = (known after apply)
+ purpose            = (known after apply)
+ region             = (known after apply)
+ self_link = (known after apply)
+ subnetwork         = (known after apply)
+ users              = (known after apply)

}
[…]
Plan: 5 to add, 0 to change, 0 to destroy.

➜ terraform_gcp_csr1k > terraform apply

An execution plan has been generated and is shown below.
Resource actions are indicated with the following symbols:
+ create

Terraform will perform the following actions:

[…]

Plan: 5 to add, 0 to change, 0 to destroy.

Do you want to perform these actions?
Terraform will perform the actions described above.
Only 'yes' will be accepted to approve.

Enter a value: yes

google_compute_network.vpc_network: Creating...
google_compute_address.static: Creating...
google_compute_address.static: Still creating... [10s elapsed]
google_compute_network.vpc_network: Still creating... [10s elapsed]
[…]
google_compute_firewall.default: Creation complete after 13s [id=projects/myprojectid/global/firewalls/csr1k-firewall-rule]
google_compute_subnetwork.csr-subnet: Still creating... [20s elapsed]
google_compute_subnetwork.csr-subnet: Creation complete after 24s [id=projects/myprojectid/regions/europe-west1/subnetworks/csrnet]
google_compute_instance.vm_instance: Creating...
google_compute_instance.vm_instance: Still creating... [10s elapsed]
google_compute_instance.vm_instance: Still creating... [20s elapsed]
google_compute_instance.vm_instance: Creation complete after 26s [id=projects/myprojectid/zones/europe-west1-c/instances/csr1kv-tf-1]

Apply complete! Resources: 5 added, 0 changed, 0 destroyed.
➜ terraform_gcp_csr1k >

https://gist.github.com/rtortori/dda3711d7e49cf8da858f8b84e49bc72
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Terraform state
➜ terraform_gcp_csr1k > more terraform.tfstate
{

"version": 4,
"terraform_version": "0.12.26",
"serial": 126,
"lineage": "829d9044-5121-bd9b-5ae1-a22ceca449b8",
"outputs": {},
"resources": [

{
"mode": "managed",
"type": "google_compute_address",
"name": "static",
"provider": "provider.google",
"instances": [

{
"schema_version": 0,
"attributes": {

"address": "35.241.137.197",
"address_type": "EXTERNAL",
"creation_timestamp": "2020-06-17T08:07:27.438-07:00",
"description": "",
"id": "projects/myprojectid/regions/europe-west1/addresses/csr1k-external",
"name": "csr1k-external",
"network_tier": "PREMIUM",
"project": ”myprojectid",

[…]

➜ terraform_gcp_csr1k > terraform show
# google_compute_address.static:
resource "google_compute_address" "static" {

address            = "35.241.137.197"
address_type = "EXTERNAL"
creation_timestamp = "2020-06-17T08:07:27.438-07:00"
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Add startup configuration

Use ‘metadata’ to pass key, values to the instance.

‘startup-scripts’ will execute in the router anything after the ‘Section: 
IOS configuration string
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CSR 1000v at a glance

L2/L3 extension to the cloud ACI Anywhere Remote Access VPN

NFV
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Cisco Cloud Services Router (CSR) 1000V
Cisco IOS XE Software in a virtual network function form-factor

Software
Same IOS XE software as the 

ASR1000 and ISR4000
Performance Elasticity

Available licenses range from 
10 Mbps to 10 Gbps

CPU footprint ranges from 
1vCPU to 8vCPU

Infrastructure Agnostic
Runs on x86 platforms

License Options
Term based 1 year, 3 year 

or 5 year

Programmability
NetConf/Yang, RESTConf, Guest 

Shell and SSH/Telnet 

Server

Hypervisor
Virtual Switch

OS OS

App App CSR 1000V
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• https://www.cisco.com/c/en/us/products/routers/cloud-services-
router-1000v-series

• https://www.terraform.io/docs/providers/google/index.html

• https://gist.github.com/rtortori/dda3711d7e49cf8da858f8b84e49bc
72

Resources

https://www.cisco.com/c/en/us/products/routers/cloud-services-router-1000v-series
https://www.terraform.io/docs/providers/google/index.html
https://gist.github.com/rtortori/dda3711d7e49cf8da858f8b84e49bc72


https://www.cisco.com/c/en/us/products/routers/cloud-services-router-1000v-series


