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What are we going to talk about?

. Today’s Network Configuration
Pipelines

- NetDevOps CICD Pipeline in
Concept

- NetDevOps CICD in Action
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“Every time we implement a network
change something goes wrong...”

“Isn’t it great, our switch hasn’t been
rebooted in 6 years”

© 2018 Cisco and/or its affiliates. All rights reserved. Cisco Public



rro
Dat
To:
Cc:
Subject: switch uptime

r-secmgtel-1>sh ver
Cisco Internetwork Operating System Software

TMO I A ~TTONMNDD P = i R fF ~"TONDD ————— ATMMITOARMTMTI DD TODTITFO TIOAN L § U —

Don’t encourage th:s
kind of behavior!!!?

BOOTLDR: s72033 rp Software (s72033 rp-ADVENTERPRISEK9 WAN-M), Version
12.2(18)SXF3, RELEASE SOFTWARE (fcl)

r-secmgtel-1 uptime is 11 years, 31 weeks, 1 day, 16 hours, 46 minutes

ime since r-secmgtel-1 switched to active is 11 years, 31 weeks, 1 day,
29 minutes

System returned to ROM by s/w reset (SP by power-on)
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Today's reality...

. Functional but considered
fragile

- Network configuration more “art
than science”

. Tribal knowledge of key
engineers




Today’'s Pipeline Realities
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Sequential and Manual Snowflake Infrastructure
Infrastructure Provisioning with Organic Configurations
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Software Development Process - Integration

Bring together individual
developers code

Compile/Build components
Execute Tests &

L
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Software Development Process - Delivery

On tested and working code
Create final artifacts

Make available for usage

Testing

Blue ’

Delivered Code

Blue ?

Red

One

Two

Green
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Software Development Process - Deployment

Install application

Configure for use

Delivered Code Deployed Applications

Blue

[

Red ? Green?
Two ? Three?




. Continuous development is the
natural progression of iteration times
shrinking into insignificance. Through
heavy use of automation, flexible

Continuous infrastructure and modular
architecture, software development

Deve Opmeﬂt leaders have come to the point

(Or C CD) where each code change is its own

deployment.

-//searchsoftwarequality.techtarget.com/essenti
alguide/Next-generation-Agile-Guide-to-

continuous-development

© 2018 Cisco and/or its affiliates. All rights reserved. Cisco Public



http://searchsoftwarequality.techtarget.com/essentialguide/Next-generation-Agile-Guide-to-continuous-development

Continuous Development Process Flow

Continuous Integration Continuous Delivery Continuous Deployment
code
“--..,_-*
code Blue ? Red Green?
code - code Blue Blue -
code One Two Threek
..--""'"
code
Continuous Integration Continuous Delivery Continuous Deployment
I\/I_ekr]gm% OfbdeVe'Opme“tl\’VO"k i Software package delivery Relies on Cl and CD to
with code base constantly so that 36 chanism for releasing code automatically release code into
automated testing can catch . . . o
oroblems early to staging for review and production as soon as it is
iInspection ready. Constant flow of new

features into production
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NetDevOps Configuration Pipeline

. “Treating the Network as Code”

.- Network Configuration stored in
Source Control

Create Implement Test .
Code =8 “Network TS Change ST==="4 izl il
Changes

. Changes are proposed in code Brench as Code” Locally
“branches”

. CICD Build Servers deploy and test

Investigate
Problems

‘ (=~ ]
{

proposed configurations e

. Successful configurations ready for

deployment to “Production” \

© 2018 Cisco and/or its affiliates. All rights reserved. Cisco Public



The NetDevOps Engmeers Tool Bag

(Example tools, not comprehensive)

Distributed Source Control
(git, Subversion, Mercurial, GitHub, BitBucket, GitLab)

Build Server
(GitLab, Jenkins, Team City, Drone)
Configuration Management Network Test Tooling Telemetry & Monitoring
(Ansible, Puppet, NSO, NAPALM, DIY) (PYATS, TRex, Robot, Behave) (ELK, Grafana, Pipeline, UTM)

SNMP F':'EESTESON,\% gRPC REST APIs \ y
etwor

YANG/Native Data Model Virtualization
: : : Platforms
Configuration Data Operational Data (VIRL/CML, NFVIS,

: V t
Network Device agrant)

Development Environment Test Environment - -
(VIRL/CML) FireelVieiel ISk itemaEh

© 2018 Cisco and/or its affiliates. All rights reserved. Cisco Public
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NetDevOps CICD Demo Environment

O-00-VO_

Version Infrastructure Dev Network

Control as Code Environment ' ’
Source
'\‘ " <= ﬁ pUA:||:§ - ﬁ Control/
print("Hello, CISCO!") Build

Chat and Network Network
Testing - :
Simulation

Notifications



NetDevOps Will Deliver
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Consistent Version Controlled Infrastructure
deployed with Parallel & Automated Provisioning
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The NetDevOps Engineers Tool Bag

Distributed Source Control

Build Server

Confiouratic?n Management Network Test Tooling Telemetry & Monitoring
Network Service Orchestrator PYATS, TRex Pipeline, UTR
NSO / ’

NETCONF/
gRPC REST APls Network Virtualizatio
RESTCONF Seterin, :

Network Device N F\/|S

DNA Center Platform, APIC, Meraki, 10S XE, I0S XR, NX-0S, | VIRL/CML

: NSO
Firepower, UCS VNFs
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Summing up



What did we talk about?

. Today’s Network Configuration
Pipelines

- NetDevOps CICD Pipeline in
Concept

- NetDevOps CICD in Action




VWebinar Resource List

Docs and Links
- https://developer.cisco.com/netdevops -« http://virl.cisco.com
- https://developer.cisco.com/pvats - https://developer.cisco.com/nso

Learning Labs

- Jumpstart Your NetDevOps Journey http://cs.co/lab-netdevops
- Introduction to NetDevOps CICD Pipelines http://cs.co/lab-netcicd
- Introduction to Ansible on I0S XE http://cs.co/lab-ansible-iosxe

DevNet Sandboxes
- Multi-1OS Sandbox with CICD Demo http://cs.co/sbx-multi

Code Samples
. http://cs.co/code-sbx-multi

© 2018 Cisco and/or its affiliates. All rights reserved. Cisco Public


https://developer.cisco.com/netdevops
https://developer.cisco.com/pyats
http://cs.co/lab-netdevops
http://cs.co/lab-netcicd
http://cs.co/lab-ansible-iosxe
http://cs.co/sbx-multi
http://cs.co/code-sbx-multi
http://virl.cisco.com/
https://developer.cisco.com/nso

Related NetDevOps Live! Episodes

- DevOps style configuration management for the network with Open
Source - Live on Oct 21

- What's the big deal about Source Control? Why vour network
configurations should be in "git” - Live on Oct 9%

- Introduction to Network Services Orchestrator - the single APl and
CLI for your network - Live on Oct 16

- Profile, test and verify your network is running smoothly with pyATS
- Live on Oct 307



https://developer.cisco.com/netdevops/live/#s01t04
https://developer.cisco.com/netdevops/live/#s01t05
https://developer.cisco.com/netdevops/live/#s01t06
https://developer.cisco.com/netdevops/live/#s01t08

NetDevOps Live! Code Exchange Challenge

Discover code repositories related to Cisco technologies

developer.cisco.com/codeexchange

Create a sample VIRL topology

file and submit to Code

Exchange for others to check e
OUt. Submit your project . O ) |
Example: A Multi-Site DMVPN Network o -

Topology = -



https://developer.cisco.com/codeexchange

Looking for more about NetDevOps?

- NetDevOps on DevNet
developer.cisco.com/netdevops

- NetDevOps Live!
developer.cisco.com/netdevops/live

- NetDevOps Blogs
blogs.cisco.com/tag/netdevops

- Network Programmability Basics Video Course
developer.cisco.com/video/net-prog-basics/

© 2018 Cisco and/or its affiliates. All rights reserved. Cisco Public


https://developer.cisco.com/netdevops
https://developer.cisco.com/netdevops/live
https://blogs.cisco.com/tag/netdevops
https://developer.cisco.com/video/net-prog-basics/

Got more questions? Stay in touch!

IIr
CISCO.

DEVNET

LEARN CODE INSPIRE CONNECT

|

Hank Preston developer.cisco.com
@ hapresto@cisco.com ¥ @CiscoDevNet
¥ @hfpreston Kl facebook.com/ciscodevnet/

http://github.com/hpreston ""http://github.com/CiscoDevNet
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