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What are we going
to talk about?

DNA Center

Assuming some level of
familiarity

DNA Center Platform API

Examples:

Lifecycle
Webhook
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DNA Center AP|

intent context

© 2018 Cisco and/or its affiliates. All rights reserved. Cisco Public EE DEVNET



https://developer.cisco.com/site/dna-center-rest-api/

(& & https://developer.cisco.com/site/dna-center-rest-api/

s DEVNET

Select API| Version ~

Version :1.2.6
Version :1.2.5

tform v.1.2.6
Version :1.1 .6 (GA)
Version :1.0 [Pookie=based

DEPRECATED: Host API

Discover Technologies Community Support Events

Cisco DNA Center Platform v. 1.2.6 (GA)

Intent API (GA)

Terms of service

Network Discovery

/dna/intent/api/v1/discovery/count
/dna/intent/api/v1/global-credential/snmpv2-write-community
/dna/intent/api/v1/global-credential/snmpv2-write-community
/dna/intent/api/v1/global-credential/snmpv3
/dna/intent/api/v1/global-credential/snmpv3
/dna/intent/api/v1/global-credential/netconf
/dna/intent/api/v1/global-credential/netconf
/dna/intent/api/vi/discoveryKid}/summary
/dna/intent/api/v1/global-credential/snmpv2-read-community

/dna/intent/api/v1/global-credential/snmpv2-read-community

DO0B00000E0

/dna/intent/api/v1/discovery/startindex}{recordsToReturn}

Q ® w™e

NOTE: All API moving from:

To

/api/v1/<ENDPOINT>

/dna/intent/api/v1/<ENDPOINT>

Get count of all discovery jobs

Create SNMP write community

Update SNMP write community

Create SNMPv3 credentials

Update SNMPv3 credentials

Create Netconf credentials

Update Netconf credentials

Get network devices from Discovery

Create SNMP read community

Update SNMP read community

Get Discoveries by range




Authentication request - POSTMAN

POST v https://{{apic}}:{{port}}/api/system/v1/auth/token Params

Authorization ® 2)

Basic Auth Update Request

The authorization header will be generated and
Username {{username}} added as a custom header

Password {{password}} Save helper data to request

Show Password

) 306 ms

"Token": "eyl@eXAi0iJKV1QiLCJhbGciOiJIUzI1INiJ9
.eyJzdWIiOiI1YTIWMjExY2I2MjZjO0TAWOGUzMDcINjMiLCIhdXRoU291cmN1I
joiaW5@ZXJuYWwilLCJ@ZWS5hbnROYW11IjoiVESUMCISInIvbGVzIjpbIjVhMjA
yMGU2NDQzYmE4OWZiNWQ1ZWQ@OMiJdLCIQZWS5hbnRIZCI6GIjVhMjAYMTFiYjYyN
mM5MDA4Z TMWNzU2M1IsImV4cCIOGMTUXNDg@ODUIMCwidXNLcm5hbWUi0iJhZG1
pb1J9. jS85HV2vSUWSPb31pNEQK8Xb-wbaqlTc_mxYLUepohE"

APIC-EM

Authentication | POST JSON Body Basic Auth
request
Response ["response"]["serviceTicket"] ["Token"]
Roles:
—
NETWORK-ADMIN-ROLE Make network changes
|
OBSERVER-ROLE Read only role
|
TELEMETRY-ADMIN-ROLE Make Assurance changes
|
SUPER-ADMIN-ROLE Able to make all changes
|




Day O

PnP Solution Components

O e
DNA Center (PnP
L2) ,,,,,,i,,(:
e
@ DNA Center
i O
D | W= &
Policy ::_Amomaﬁon ;:_ Analytics
: 2
PnP Connect i
OF et i = ; o
p—
SuDI e devices
\_) PnP Agent
Cisco® switches, routers,
ard wiraless AP

Customer On-Premisa




Automate Onboarding Rules

All Devices Unclaimed Provisioned Errors
Devices (1 4) Last updated: 1:07 pm < Refresh ‘ e Add
Y Filter ‘ Actions v £Q Find
Serial .
|:] Name - Product ID Source State Last Contact Workflow :
Number
?
D auto_python0 12345678910 WS-C3850 User Planned Not Contacted simpleTemplate (:7-)
=
D auto_python1 12345678911 WS-C3850 User Planned Not Contacted simpleTemplate g
©
>
|:] auto_python2 12345678912 WS-C3850 User Planned Not Contacted simpleTemplate
|:] auto_python3 12345678913 WS-C3850 User Planned Not Contacted simpleTemplate
D auto_python4 12345678914 WS-C3850 User Planned Not Contacted simpleTemplate
D auto_python5 12345678915 WS-C3850 User Planned Not Contacted simpleTemplate
|:] auto_python6 12345678916 WS-C3850 User Planned Not Contacted simpleTemplate

© 2018 Cisco and/or its affiliates. All rights reserved. Cisco Public



Examples

./10 add and claim.py work files/bigtest.csv
./12 delete.py 12345678910

./12 delete.py work files/bigtest.csv

https://github.com/CiscoDevNet/DNAC-onboarding-tools

© 2018 Cisco and/or its affiliates. All rights reserved. Cisco Public



https://github.com/CiscoDevNet/DNAC-TemplateProgrammer

Notes

- No current way to upload an .xls of template variables for PnP
provisioning rules, hence use API

- Composite templates are not supported for PnP

- Day O is typically a bootstrap config, pretty common across all
devices in all locations, but can be more specific. Operational

choice.

© 2018 Cisco and/or its affiliates. All rights reserved. Cisco Public



PNP APl Summary

Endpoint Verb Description
api/v1/onboarding/workflow GET/POST/ CRUD on workflows
DELETE
api/v1/onboarding/pnp-device/import POST Add a device for pre-provisioned
workflow. Needs to be claimed.
api/v1/onboarding/pnp-device/import POST Claim a device. Attach a workflow to it
api/v1/onboarding/pnp-device GET/PUT/POST/ | CRUD on devices
DELETE
api/v1/file/config POST upload an config file, rather than use a
template

© 2018 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Day O

intent  context

o @ @

DNA
Center

Day 2

alaln .
cI1sco DNfA Template Editor

= e prefix

A pnp

Day 1 =

Actions v dit ~ prefix

0

prefix

2ebgp seq $seq mit $prefix le




Examples

./template.py

./template.py --help

./template.py —--template DB/prefix

./template.py —--template DB/prefix \
——device 192.168.200.80 \
—-—params '{"vpn":"adam","PREFIXES":["1.1.1.1/29", "2.2.2.2/29"]}"

https://github.com/CiscoDevNet/DNAC-TemplateProgrammer

1
[11]
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https://github.com/CiscoDevNet/DNAC-TemplateProgrammer

NOTES

. All templates are versioned. Need to save & & Commit. (There is AP
for this)

- Semantics of "forcePushTemplate”. Default is NOT to re-apply a
template with same variables.

- Default provisioning behavior is to apply a single (or nested template)
to a device. Also includes site specific settings (aaa, ntp etc). AP
just pushes template to device(s)

- Multiple device requires unique parameters for template (can
duplicate)

© 2018 Cisco and/or its affiliates. All rights reserved. Cisco Public



Template APl Summary

Endpoint

Verb

Description

api/v1/template-programmer/project GET/POST/ | CRUD on template projects
DELETE

api/v1/template-programmer/template GET/POST/ CRUD on templates. A template is
DELETE part of a project

api/v1/template-programmer/template/deploy POST Deploy a template to a device

[api/v1/template-programmer/template/deploy/ GET Status of the deployment job

status/{{deploymentld}}

© 2018 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Day 2

Overall Health

Location: Global

“ Filter Hierarchical Site View wv

Site/Building ~

Client Health (% Healthy Clients)

As of Nov 12, 2018 1:11 pm

Network Health (% Healthy Devices)

All ~ =

> Sydney 1% [ ]
Global 82% @
> Melbourne - -
san jose - -

All

100%

84%

100%

AL

cE

D[

)

intent  context

DNA
Center

Last 24 hours v Actions v

- N < Hide

™ Export =Q, Find
Client Count Network Device Count
7 7
1 19

-y

Make a Wish



Examples

./assurance.py

./assurance.py —--raw
./assurnace.py —--timestamp <epoc>
# these can also be run with --raw and --timestamp

./assurance.py —--mac 00:26:08:E0:F4:97
./assurance.py —--hostName 3504

https://github.com/CiscoDevNet/DNAC-Assurance

1
[11]
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https://github.com/CiscoDevNet/DNAC-Assurance

ient Enrichment

C | i e nt 3 6 O ® 24 Hours v All Domains v Intelligent Capture

1109 prad

© 0 Adams-MBP

2
Device: Apple-Device OSHE MAC: 00:26:08:E0:F4:97 IPvd: 10.11.120.11 IPv6: -- VLAN ID: 10 Status: Connected Last seen: Nov 12, 2018 1:13 pm
Connected Network Device: 3804_sda Last Known Location: Sydney/STL-3/Level3 SSID: sda '5,
=
1:12 1:14 ©
10 = 2 T > [}
- - ~
©
£ =
8 5
T
@
L%O mum mimsm o mjmrm ojpssm pjErsm ojsrs pjprw pjprm Djsrm ojErm B o :hl- mimrmm missm pjmsm Dfjpsm misss sfrm ffursm e e sl s sflm e miEme e mf o
T T T T T T T T T T T T

2p 4p 6p 8p 10p il 1:02 am - 1:07 am 4a 6a 8a 10a 12p

Nov 12, 2018 1:02 am - 1:07 am Onboarding Connectivity Connection Details Major Events
Client Health: 9 Status ® Passed RSSI @® -62dBm Status Active ® Onboarding 1:05:02 am
- Only|mstrics|withlenlorcods SR ® 36d8 SSID sda See Full List (O Failures, 2 Successes)
contribute to the Health Score Data Rate 144 Mbps AP 3804 _sda
Tx 89.38 MB Channel 36 (20 MHz)
Rx 1.46 MB Band 5 GHz

© 2018 Cisco and/or its affiliates. All rights reserved. Cisco Public




User Enrichment

https://dnac/dna/intent/api/vl/user—-enrichment GET

Headers:

__runsync: True

entity type: mac address

entity value: c8:4c:75:68:b2:c0

[ {
"userDetails" : {
"id" "C8:4C:75:68:B2:C0",
"connectionStatus" "CONNECTED",
"hostType" "WIRED",
"userId" null,
"hostName" null,
"hostOs" null,
"hostVersion" null,
"subType" "UNKNOWN",
"lastUpdated" 1528484918341,
"healthScore" : [ {
"healthType" "OVERALL",
"reason" : "",
"score" : 10
boo Ao
"healthType" "ONBOARDED",
"reason" : "",
"score" : 4
boo Ao
"healthType" "CONNECTED",
"reason" LALES
"score" : 6
Pl
"hostMac" "C8:4C:75:68:B2:C0",
"hostIpVv4" "10.10.22.98",
"hostIpve" : [ 1,
"authType" null,
<cont>

"vlanId" ",
"ssid" : null,
"frequency"
"channel"
"apGroup" null,
"location" "Sydney/NSD5",
"clientConnection"

null,
null,

"cat 9k 1l.abc.inc",

"connectedDevice" : [ ],

"issueCount" : O,

"rssi" null,

"avgRssi" null,

"snr" null,

"avgSnr" null,

"dataRate" null,

"txBytes" null,

"rxBytes" null,

"dnsSuccess" null,

"dnsFailure" null,

"onboarding” : {
"averageRunDuration" null,
"maxRunDuration" null,
"averageAssocDuration" null,
"maxAssocDuration" null,
"averageAuthDuration" null,
"maxAuthDuration" null,
"averageDhcpDuration" null,
"maxDhcpDuration" null,
"aaaServerIp" null,
"dhcpServerIp" null,

"port n
by

"connectedDevice" : [ {
"deviceDetails" : {
"family"

"type"

"location"
"errorCode"
"macAddress"

"role"

"apManagerInterfacelIp" : "",
"associatedWlcIp" : "",
"bootDateTime"
"collectionStatus"
"interfaceCount"
"lineCardCount"
"lineCardId"

7af782b98blc,

"managementIpAddress"
"memorySize"
"platformId"
"reachabilityFailureReason"
"reachabilit
"snmpContact

null

"Switches and Hubs",
"Cisco Catalyst 9300 Switch",
null,
null,
"f8:7b:20:67:62:80",
"ACCESS",

"2018-01-11 14:42:26",
"Managed",

"41n,

n2u,

"lcdO043ef-aaf7-4b2e-b720-

a2b2467b-1692-46d4-8c64-e1765945efcl",

"10.10.22.66",

"889226872",

"C9300-24UX",

mwn
4

NOTES:

"snmpLocatiol Synchronous execution with header

<cont>

__runsync

© 2018 Cisco and/or its affiliates. All rights reserved. Cisco Public

Entity_type can be mac_address or
network_user_id



https://dnac/dna/intent/api/v1/user-enrichment

Notes

- Be aware of __runsync == "true", otherwise need to GET result
- Header, not query param.

- Timestamp is in milli-epoch (divide by 1000 to get epoch seconds)
- Finite history for data (default 7 days)

- User Enrichment API use headers, not query param for mac_address
etc

© 2018 Cisco and/or its affiliates. All rights reserved. Cisco Public



Assurance APl Summary

Endpoint Verb  Description
api/v1/site-hierarchy?timestamp= GET GET health of all sites
api/v1/network-health?startTime=&endTime= GET GET Health of Network Devices
api/v1/client-health?startTime=&endTime= GET GET Health of Clients

api/v1/client-detail?timestamp={{time}}&macAddress={{mac}} | GET | GET Client health Detall

api/v1/device-detail? GET GET network device detall
Timestamp={}&searchBy={}&identifier=nwDeviceName

api/v1/user-enrichment GET User/device enrichment.
Passed as header

entity type: mac address
entity value:c8:4c:75:68:b2
:cO0

© 2018 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Day N

7 Filter

Device Name

2960x-auckland

3504

3804_sda

i}

Tag Device

Device
Family

Switches
and Hubs

Wireless
Controller

Unified

an

LAN Automation v

IP Address

192.168.14.16

10.10.10.147

10.11.250.15

Site

.../Sydney/NSD
5

.../STL-3/Level]

Duration : Oh: 20m: 46s Start Time : Aug 28 2018 05:09:07

Image Upgrade for 10.10.10.100

csr1000v-universalk9.16.06.04.SPA.bin

Duration : Oh: 12m: 20s Start Time : Jul 27 2018 11:31:18

1. () Distribute Operation Duration : Oh: 5m: 22s

intent  context

DNA
Center

®  Successful

® Successful

Hide Scripts

Distribution of image: csr1000v-universalk9.16.06.04.SPA.bin on device: 10.10.10.100 with protocol: HTTPS completed

successfully
Script Name Type

+ CPU Health Check Pre Check

2. () Activate Operation Duration : Oh: 6m: 565

Log Details

View

Activation of image: csr1000v-universalk9.16.06.04.SPA.bin on device: 10.10.10.100 completed successfully

Make a Wi



Examples

./list images.py

./distribute.py --tag upgrade9k \
-—1image cat9k iosxe.16.06.02s.SPA.bin

https://github.com/CiscoDevNet/DNAC-Assurance

© 2018 Cisco and/or its affiliates. All rights reserved. Cisco Public



https://github.com/CiscoDevNet/DNAC-Assurance

Notes

- SWIM application can only upgrade to "golden image" by default.
Can specify golden images for site/role.

- SWIM events (Golden Image compliance) available as "event"

- Need to re-sync for DNA-Center to show device upgraded
- Default resync interval is 25mins

© 2018 Cisco and/or its affiliates. All rights reserved. Cisco Public



SWIM APl Summary

Endpoint Verb Description
api/v1/image/importation?name=<str> GET GET images that have <str> in their
name
api/v1/image/distribution POST Distribute images to devices
api/v1/image/activation/device POST Activate images on the devices
api/v1/mage/importation/source/url POST Upload image to DNAC
api/v1/device-image/device?id=<idList> POST Gets the status of golden images for
the list of devices. Comma
separated list of deviceld
api/v1/device-image/device<deviceld>file/<filename> | DELETE | Removes the file from the device.

© 2018 Cisco and/or its affiliates. All rights reserved. Cisco Public
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DNA Center Platform [TSM Integration Overview

Northbound
application

>

Connect to -
] | ion Workfl DNA App for Service
DNA Services ntegration Workflows Now - Ref, App
) Network Issues as IT Events '
Automation DNA Center Service Now Integration
User, Device, Client based Enrichment
Assurance Platform Basic Inventory to CMDB Synch
Other Non
NDP ServiceNow
consumers

’ Analytics app
-

B DaaS ‘
Bl, Reporting app

1
[11]
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Polling vs Notification
Polling (Pull)

oNA
Center

Notification (Push)

subscription

DNA

Center

Application Application

response

© 2018 Cisco and/or its affiliates. All rights reserved. Cisco Public



Avallable via Webhook

- SWIM compliance - generic
- [SSues - generic

- SNOW Integration
- CMBD
- SWIM
. |Ssues

Current internal implementation is minimum15 + 30min polling and push.

© 2018 Cisco and/or its affiliates. All rights reserved. Cisco Public



VWhat did we Talk
about?

DNA Center

Device Litecycle Augmented
via AP

1 isco and/or its affiliates. All rights reserved. Cisco Public §j DEVNET
™ develope cisco.com



VWebinar Resource List

Docs and Links
- https://developer.cisco.com/site/dna-center-rest-api/
- https://blogs.cisco.com/tag/dna-center

Learning Labs
- Laptop Setup http://cs.co/lab-dev-setup
- DNA Center Learning Labs http://cs.co/lab-dnacenter

DevNet Sandboxes
- DNA Center Always On http://cs.co/sbx-dnac-ao & https://sandboxdnac.cisco.com

Code Samples
- http://cs.co/code-dnacenter

© 2018 Cisco and/or its affiliates. All rights reserved. Cisco Public


https://developer.cisco.com/site/dna-center-rest-api/
https://blogs.cisco.com/tag/dna-center
http://cs.co/lab-dev-setup
http://cs.co/lab-dnacenter
http://cs.co/sbx-dnac-ao
https://sandboxdnac.cisco.com/
http://cs.co/code-dnacenter

NetDevOps Live! Code Exchange Challenge

Discover code repositories related to Cisco technologies

developer.cisco.com/codeexchange

Build a Python script that
leverages one of the DNA Center - e 2

Cisco Code Exchange

APIls. — eemEeme 0 T e .
Submit your project O
sire- s I * g '
Example: Report back on the health of a B i
Open Source k3 vo

client.
Do you own or have permission to submit this repo? @
Yes No
Is this a Ci



https://developer.cisco.com/codeexchange

Looking for more about NetDevOps?

- NetDevOps on DevNet
developer.cisco.com/netdevops

- NetDevOps Live!
developer.cisco.com/netdevops/live

- NetDevOps Blogs
blogs.cisco.com/tag/netdevops

- Network Programmability Basics Video Course
developer.cisco.com/video/net-prog-basics/

© 2018 Cisco and/or its affiliates. All rights reserved. Cisco Public
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https://blogs.cisco.com/tag/netdevops
https://developer.cisco.com/video/net-prog-basics/

Got more questions? Stay in touch!

SIr
CISCO.

DEVNET

LEARN CODE INSPIRE CONNECT

Adam Radford developer.cisco.com
Q@ aradford@cisco.com ¥ @CiscoDevNet
¥ @adamradford123 Kl facebook.com/ciscodevnet/

& http://github.com/aradford123 & http://github.com/CiscoDevNet
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