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• What is Cisco DNA Center 
Platform?

• How to get started

• Types of applications

• Next Steps

What are we going 
to talk about?



© 2018  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Cisco DNA Center

Cisco 
DNA Center

Intent Context
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What is "Platform"

Cisco DNA Center

User InterfacePlatform

Micro 
service1

Micro 
service2

Micro 
service3

Micro 
service4

• Platform provides an abstraction of internal API
• Simplified schema
• Composite API

• /dna/intent prefix for api
• Rate limiting of endpoints
• E-W integration into ITSM (SNOW), IPAM etc
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Getting Started
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How to Enable Platform

Step1:  Platform -> manage -> bundles Step 2:  Enable "DNA Center REST API"



© 2018  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Try it out…
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https://developer.cisco.com/site/dna-center-rest-api/
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Authentication

Roles:
Make network changes

Read only role

Make Assurance changes

Able to make all changes

https://<dnac-ip>/api/system/v1/auth/token POST
(basic Auth for username and password)

{
"Token": 

"eyJ0eXAiOiJKV1QiLCJhbGciOiJSUzI1NiJ9.eyJzdWIiOiI1Y2NiYzcyYjNhZWE5OD
AwY2Y4ZTVlNzkiLCJhdXRoU291cmNlIjoiaW50ZXJuYWwiLCJ0ZW5hbnROYW1lI
joiVE5UMCIsInJvbGVzIjpbIjVjY2JjNzJhM2FlYTk4MDBjZjhlNWU3OCJdLCJ0ZW5h
bnRJZCI6IjVjY2JjNzJhM2FlYTk4MDBjZjhlNWU3NiIsImV4cCI6MTU1ODc2ODUzN
CwiaWF0IjoxNTU4NzY0OTM0LCJqdGkiOiJhNWQ1ZTZlZC0wYmE2LTQ1MzUtY
mI3Ni00YjEzMDA1YjhkODMiLCJ1c2VybmFtZSI6ImFkbWluIn0.QYCgbFqgbGyxN
HE3XEDxXygrU7XJ8fViZwHHJXMuj---
2FMCRFDyavKoZSQcIglqK3Ln86LQ9qo2UldSfODRczshBT18jThXgpDk0NAzFRS
J7Cl8JxBwK3rL3HK7r5_UZBgEYrFGXgYbCNmf5eqskMjCL7AZ8N0N4lJgc8urm
kSzKutvEgaELhgJUVMcZuWt-
BPVbLealEXWrF2KiiMRBEjefOVta7vm3VxUaC6V0J5pr4u0VUzzlPk_KXkZE5ZABt
rRocTeudo-V2SIWx-r3R-
_8jA2sm6LkTgIJqZ_7a3T82RFC5xiC6WcNVShhcLDPcayBzT9cbaCzhIpoopoxA"
}

Need to use the token as a header in all 
other API calls
"x-auth-token" : response['Token']
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Rate Limiting

{
"error": "Rate Limit exceeded; BapiName: Get Overall Network Health, RateLimit config details: 

RateLimitContext{rate=5, windowUnit='minute', windowDuration=1, 
maxConcurrentExecutionsPermitted=0}",

"bapiExtendedStatusCode": "REJECTED_ABOVE_THROTTLE_LIMIT",
"bapiExtendedStatusDescription": "For BAPI: Get Overall Network Health, maximum allowed BAPI 

instances per 1 minute is 5. The limit has been reached for the time-window between Fri May 24 
06:11:02 UTC 2019 and now"
}

Rate limiting per API endpoint
Range between 5-100/minute
Displayed in on-box API documention
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Types of 
Applications

Assurance – Visibility
Events – Notification
Automation - Change
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Assurance
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Current Assurance API

/site-health
Health of devices and users in 
each location (site)

/client-health
Breakdown of wired and wireless health
Global
KPI fail for poor health score

/network-health
Breakdown of scores for device types
Global
KPI fail for poor score

/client-detail
All information for a specific client

/device-detail
All information for a specific network-device
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EPOCH…  Keys to the time machine 

0:00  JAN 1st 1970 0000000000

0:01  JAN 1st 1970 0000000001

0:00  May 28th 2019 1559001600

0:00:000  May 28th 2019 1559001600000 Timestamps are in milli-epoch
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Getting Access to hosts
https://<dnac-ip>/api/assurance/v1/host POST
{} as the body

{
"version": "1.0",
"response": [

{
"id": "70:F3:5A:7C:8A:31",
"connectionStatus": "DISCONNECTED",
"hostType": "WIRELESS",
"userId": "fake_user1",
"hostName": null,
"hostOs": null,
"hostVersion": null,
"subType": "Sensor-Client-1800S",
"lastUpdated": 1558765560000,

Unofficial API – this can and WILL change
Can filter on sites, status, type etc
Can also provide timestamp range
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Filters
https://<dnac-ip>/api/assurance/v1/host POST
{

"filters": {
"typeIdList": [

"e074bec6-dc0a-462b-acc7-c93a05ba4bf2"
]

}
}

SiteId obtained from site-health API
Optional 
• startTime endTime
• Pagnation: limit, offset
• "devType":["WIRED"]

{
"startTime": 1559051940000,"endTime": 1559052240000,
"limit": 25, "offset": 1,
"filters": {

"devType": ["WIRED"],
"typeIdList": [

"e074bec6-dc0a-462b-acc7-c93a05ba4bf2"
]

}
}
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Getting Access to network devices
https://<dnac-ip> api/assurance/v1/network-
device?startTime=1558681800000&endTime=1558682100000 POST
{} as the body

{{
"version": "1.0",
"response": [

{
"id": "d3499d32-69e9-4ae1-a657-95a369362e55",
"deviceModelType": "Cisco Catalyst 9300 Switch",
"platformId": "C9300-48P",
"location": null,
"issueCount": null,
"connectivityStatus": "100",
"communicationState": "REACHABLE",
"healthScore": [

{
"healthType": "OVERALL",
"reason": "",
"score": 10

},

Unofficial API – this can and WILL change
Can filter on sites, status, type etc
startTime and endTime mandatory
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Issues
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Enable Notifications (1/4)
Activate the Network Events Bundle
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Enable Notifications (2/4)
Create a REST Endpoint
- Needs to be https
- Will be vereified
- Auth only enforce server side
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Enable Notifications (3/4) (to change soon)
Schedule Events (internal polling)
Will move soon to pure notification
Shortest interval is 15min
Same API call, just instant update
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Enable Notifications (4/4)
Select Events of interest
By default none are selected.
Can change category/priority etc
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Sending to email/IM
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Automation
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• ./template.py
./template.py --help
./template.py --template adam/interface-list
./template.py --template adam/interface-list --device 10.10.50.2 --params 
'{"intDescList" : [{"int":"gig1/0/10", "desc" :"first"},{"int": "gig1/0/11", "desc" 
:"second"}]}'

Examples

https://github.com/CiscoDevNet/DNAC-TemplateProgrammer

https://github.com/CiscoDevNet/DNAC-TemplateProgrammer
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• All templates are versioned.  Need to save && Commit.  (There is API 
for this)

• Semantics of "forcePushTemplate". Default is NOT to re-apply a 
template with same variables.  

• Default provisioning behavior is to apply a single (or nested template) 
to a device.  Also includes site specific settings (aaa, ntp etc).  API 
just pushes template to device(s)

• Multiple device requires unique parameters for template (can 
duplicate)

NOTES
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Template API Summary

Endpoint Verb Description

api/v1/template-programmer/project GET/POST/DELETE CRUD on template projects

api/v1/template-programmer/template GET/POST/DELETE CRUD on templates.  A template is part 
of a project

api/v1/template-programmer/template/deploy POST Deploy a template to a device

/api/v1/template-
programmer/template/deploy/status/{{deploy
mentId}}

GET Status of the deployment job
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• What is Cisco DNA Center 
Platform?

• How to get started

• Types of applications

• Next Steps

Summary, what did 
talk about?
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One more thing..



© 2018  Cisco and/or its affiliates. All rights reserved.   Cisco Public

developer.cisco.com/codeexchange

NetDevOps Live! Code Exchange Challenge

Use the SDK (when it comes out) 
to access information you need.

https://developer.cisco.com/codeexchange
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Docs and Links
• https://developer.cisco.com/site/dna-center-rest-api/
• Blog Series.

Learning Labs
• Laptop Setup http://cs.co/lab-dev-setup
• DNA Center Learning Labs https://learninglabs.cisco.com/tracks/dnacenter-

programmability

DevNet Sandboxes 
• DNA Center Always On https://sandboxdnac.cisco.com

Code Samples 
• https://github.com/CiscoDevNet/DNAC-onboarding-tools
• https://github.com/CiscoDevNet/DNAC-TemplateProgrammer
• https://github.com/CiscoDevNet/DNAC-Assurance
• https://github.com/CiscoDevNet/DNAC-Platform

Webinar Resource List

https://developer.cisco.com/site/dna-center-rest-api/
http://cs.co/lab-dev-setup
https://learninglabs.cisco.com/tracks/dnacenter-programmability
https://sandboxdnac.cisco.com/
https://github.com/CiscoDevNet/DNAC-TemplateProgrammer
https://github.com/CiscoDevNet/DNAC-TemplateProgrammer
https://github.com/CiscoDevNet/DNAC-Assurance
https://github.com/CiscoDevNet/DNAC-Platform
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Got more questions? Stay in touch!

aradford@cisco.com
@adamradford123
http://github.com/aradford123

@CiscoDevNet
facebook.com/ciscodevnet/ 
http://github.com/CiscoDevNet

Adam Radford developer.cisco.com
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