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Intentionet: Who Are We?

MISSION
Eliminate network outages and breaches

Headquarters: Seattle, WA Funding: NSF, True Ventures, USAF



What We Are Building: Batfish

Started as a Microsoft Research project in 2012
• Open sourced in 2014 (Apache 2.0)

• Contributors from Intentionet, Amazon, Microsoft, 
BBN, Colgate University, Princeton, UCLA, USC, …

Used by many Fortune 500 companies



Why Batfish?

Monitor Test

Deploy

Design

Testing is the weak link in network reliability and agility

Emulation cannot mimic production 
networks

The next change may bring down the 
network

Slow pace of change



Why Batfish?

Monitor Test

Deploy

Design

Test is the weak link in network reliability and agility

Batfish provides comprehensive 
pre-deployment validation

Bad changes don’t reach the network

Make changes rapidly



How It Works

And many 
more…



How It Works

Analysis engine

Network models

Queries

Policies

Interfaces:
Ethernet0/0: 

InterfaceBW: 10e6,  
InputFilter: filter_in
……….

192.0.0.0 ≤ out.prefix 
out.prefix ≤ 192.1.0.0
best.valid ⇒ out.lp = 120
best.valid ⇒ out.ad = 20
………

Vendor Neutral 
Configuration Model

Routing 
Model

Mathematical 
Behavior Model



Batfish Provides Comprehensive Analysis

ACL and Firewall Analysis

• Is my firewall protecting 
sensitive services?

• What is the impact of this 
ACL change?

Configuration Audit

• Are all devices compliant with 
site standards?

• Are all protocol sessions (BGP, 
IPsec, MLAG, …) compatible?

Exhaustive Reachability Analysis

• Can any flow violate 
cross-site isolation?

• Is the DNS server accessible 
from anywhere?

Routing and Forwarding Analysis

• Is my network redundant?
• What happens if I change 

this route policy?



How Organizations are Using Batfish

CI/CD
Ensure policy 

compliance before
deployment

Change validation 
Ensure correctness 

of changes

Design analysis 
Ensure that new 
designs behave 

expectedly



DEMO



Demo workflow
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Author Change 
and create PR

1
Commit to 

branch 
triggers test

Post results 
to MR

Pull artifacts 
from SCM

2

3

5

Generate 
configs

CI pipeline4



Batfish Open-source vs Enterprise

Feature Open-source Enterprise
Multi-vendor device support

Vendor-neutral device models

Open APIs

Powerful query engine

Network Analyzers

Dashboard / Graphical user-interface

3rd party integrations

RBAC w/ SSO & SAML 

Support



Getting Started with Batfish

• Jupyter Notebooks
• https://www.github.com/batfish/pybatfish/tree/master

/jupyter_notebooks

• Videos
• https://www.youtube.com/c/intentionet

• Slack
• Join Batfish Slack!

• Documentation

• https://batfish.readthedocs.io/en/latest/
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https://www.github.com/batfish/pybatfish/tree/master/jupyter_notebooks
https://www.youtube.com/c/intentionet
https://join.slack.com/t/batfish-org/shared_invite/enQtMzA0Nzg2OTAzNzQ1LTcyYzY3M2Q0NWUyYTRhYjdlM2IzYzRhZGU1NWFlNGU2MzlhNDY3OTJmMDIyMjQzYmRlNjhkMTRjNWIwNTUwNTQ
https://batfish.readthedocs.io/en/latest/


Build a reliable and agile network

Summary

Know before you change with Batfish



© 2018  Cisco and/or its affiliates. All rights reserved.   Cisco Public© 2018  Cisco and/or its affiliates. All rights reserved.   Cisco Public

NetDevOps 
Tech Chat



© 2018  Cisco and/or its affiliates. All rights reserved.   Cisco Public

</finish>



© 2018  Cisco and/or its affiliates. All rights reserved.   Cisco Public© 2018  Cisco and/or its affiliates. All rights reserved.   Cisco Public

• Docs and Links
• Learning Labs
• DevNet Sandboxes 

• Code Samples

Webinar Resources 
on DevNet!

developer.cisco.com/netdevops/live/#s03t02

https://developer.cisco.com/netdevops/live/
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developer.cisco.com/codeexchange

NetDevOps Live! Code Exchange Challenge

Let’s go Fishing!  Write a 
network validation test using 
Batfish.

Example: Verify that Access Control Lists are 
implementing the policy you actually want!

https://developer.cisco.com/codeexchange
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• NetDevOps on DevNet
developer.cisco.com/netdevops

• NetDevOps Live! 
developer.cisco.com/netdevops/live

• NetDevOps Blogs
blogs.cisco.com/tag/netdevops

• Network Programmability Basics Video Course
developer.cisco.com/video/net-prog-basics/

Looking for more about NetDevOps?

https://developer.cisco.com/netdevops
https://developer.cisco.com/netdevops/live
https://blogs.cisco.com/tag/netdevops
https://developer.cisco.com/video/net-prog-basics/
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Join us next week!

HashiCorp Brings a Cloud Operating 
Model to Network Engineers

April 28, 2020 with Kevin Corbin

https://developer.cisco.com/netdevops/live/#s03t04

https://developer.cisco.com/netdevops/live/
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Got more questions? Stay in touch!

hapresto@cisco.com
@hfpreston
http://github.com/hpreston

@CiscoDevNet
facebook.com/ciscodevnet/ 
http://github.com/CiscoDevNet

Hank Preston developer.cisco.com



https://developer.cisco.com/netdevops/live
@netdevopslive


