asco. DEVNET

L ogging and Back Again - A
Network engineers Journey with LK

George Kobar Season 3, Talk 7

Elast Hosted by Hank Preston, NetDevOps Engineer
aSlC Twitter: @hfpreston

Twitter: @GeorgeKobar https://developer.cisco.com/netdevops/live



https://twitter.com/GeorgeKobar
https://twitter.com/hfpreston

@ elastic o |

Logging and Back Again -
A Network Engineers Journey with ELK So
(Elastic Stack) i \

George Kobar .
Sr Community Advocate

g ‘ ‘




Back in My Day...

sesceterroyalonor Captain marical
Ie

ot
slargs, sivarss)

e
[ ee—

File “/enp). ", Vine 649, 4 urlopan

Seachirace-s SNt

File Py", Uine 387, in ncrement
ratse six.reraise(typa(arron), arror, _stacktrace)
se

Py", Line 685, 1n recatse

ratse valoe.with.traceback(th)
File

.oy, Line 648, fn urlogen

TAMSEr N YHTDBUCRPIBREAGAAGE
Lop:

e
o

ersearchrTactotinmat Ll ton hetplib_resp
erachipazs bk Teds expiresaid, 10

chnkedchinked)

2 Py", Utno 386, 1n _make_request

m mu - fronte, Vones

File e 2, in ratse._fron

File 7 -
onse = conn. getrespanse()

Fille +/ust/in]prihons &/ hEp/eLIent Py

Line 382, fn _nske_request

Tna 1197, 4n getrasponse

CepinsnaupacnTEER
8000/5/ZA21EA03 H1L.
Aot 350y NpLNGZFASpLI

felop

)
Pl "o Gb/prhors. o/ s/ clien. v, Vnw 237, 4n b
File */usr/13b/pythond. ;m-;/mm o Tine 26
ratse closed mmmn» ithoo
UrLLTRS-enceptions ProtoeotErrars (-Commection Sherted:  Menotebiscomected('Remote end closed commction withaut responss’
»

relps:
CAMMpETPPSqEaZEGFONBL e | expirazeied, |6

During handling of the stove exception, snother exception occurred:

=180/ /ANET18D1T-QLL
Tazseatseimaons anesy PESRETs arpres ne 18

ArsCMIBGZIAL 0L expiresed: [0 op/cyctops) base.py", Uine 45, n send_sync
3 UrLS oL F oy ramspor.cund{ooLF data, hasdere)
Fte Py, Vine 67, 4n send
ratse Trondportexcoption(nastage, éata, print_rocesprint.trace)

aptain P Gt e S A

tion: Unsble to resch APN Server: (‘Comection sborted. , RenoteDisconnected('Renote

elasticapa. transport. base. Transpor<Exces

isise o
&

18154143 EC
15154148

2018: can't happen

and closed connoction without respanse’,)) (urls http://apm:8200/v2/transactions)

o specoresr Gototh
for temporary tables
ze to 12 8. Prysically writing

. auick, 0as
1s now 12 M

found. 96 redo roll

) ee.

i

Lo ruun pool (s
\FEDERATED" {5 disabled
(bind-address

uffor_pool
Plugin

Somver oo ruatedlin 1
Event

10323847 0 [Note

2085477 © [Note Scheduler: Loaded 0 ¢
i i

5 [Note] Abortad

net" (Got an error reading communication packsts

Note] Aborted to db: 'cyclops! *eyclops! host:
ops-net! (Got tim emunication packets)
19216811

o7 e O e e

sense sy -
COUMNITY EDITION

el mabtes Status / httod.apache.org.
v comspondeg e g . o

rePrapiice iy comsponds s g s il s o
ions wing thet

it 945 s 35 o G e BT R log fle

WAN .85 often usefl 0 contnucusly monitorth crro g for any probleess. On uaix 3 b this using:

Traffc Graph
Controls

Access Log

“Traffic Graph [Related Modles [Related Diroctives |

o Dt cp S WAN

Of course, stoing t
sroduc wiful statsics
For more nfo

s
mion shot i g

Vivious verions of Apsche hipd have used other £

Tty Speetest for macos el (&

© oownoao (@ uroan
B

e
s
Fl=52 cine=3

te.js0n

ine.gson

~cont
[rnat.dntine.son

rnat.gson

o taeposenampios ¢ 5[]
evefemsmplos # roan i3
[

250 Gonersl Comnands Kanual F1uo(r)

#ind — walk 3 F1la herarchy

10 (W | -L | -P] (-EXd6] [-F path] path ... (expressten
Find (W | L | P] (-EXdax] -f path (path »ea] [expression]

DESCRIPTION
The find utility recursively
(composed of he'”

Corinaries's and -

o for ssch path Listed,
expresston opérands! ! Usted below) in te
File i the &

The options are as follows

& Inteoret gl ecresstons followsd by -rogs nd ~troges orteared

(sodern) regitar exsressions rather than basic regul = (88
eformati7) venuel poge fully descrbos bath formts,

M Couse the File dnfornstion snd File type (see 3tt(2)) returned for e

Uink spectfied on the comand Uine o be those of the e rererences

not the Link cst, the file

he referenced file does not o
74y wiTL bo'for the Vink Feselt. " tnfornation of s11 symbol]
The Conaand Line 13 thet of the Link 1em

Cause the file fnfornation and file type (see stat(2)) returned for ea
Uink %o be those of the file referenced by the Link, not the Link itsc
raferanced 1le does not exist, the file infornation and type will be

s option 1s equtvalent o the deprecated ~fotlow prinary
1:- Prejects/Githepo/exsaples § >

oo/ ormples § >

TBrogects/ciiasool anpic

Iprogects/isheperwesnpies § »Find

- Tpretacte/aithoso/exsmpies § 5

—nana sccess. log -atiny

portissrsedy socated SrESIRetwarking

eapesi oGS SERTRARE Crernanien



New Application Development




This is Fine

Container Lifespans
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Syslog....?

Looking for errors AW



This is a search problem.



Elastic is a search company.



Kibana

Elastic (ELK) Stack

Elasticsearch

©O00

Beats

Logstash

Open Source



3 Solutions Powered by 1 Stack

© q v

Elastic Security

Elastic Enterprise Search Elastic Observability

Elastic Stack
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Self-Managed Elastic Cloud Elastic Cloud Elastic Cloud on
Enterprise Kubernetes

Standalone Orchestration



3 Solutions Powered by 1 Stack
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Elastic Security

Elastic Enterprise Search Elastic Observability

Elastic Stack
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Elasticsearch (Enterprise Features 30 Day Trial)

docker pull docker.elastic.co/elasticsearch/elasticsearch:7.6.2

Open Source

Kibana (Enterprise Features 30 Day Trial)

docker pull docker.elastic.co/kibana/kibana:7.6.2


https://www.docker.elastic.co/

Elasticsearch Docker Startup

sudo docker run -d -p 9200:9200 -p 9300:9300 -e "discovery.type=single-node"
docker.elastic.co/elasticsearch/elasticsearch:7.6.2

sudo docker ps

CONTAINER ID IMAGE COMMAND CREATED
STATUS PORTS NAMES
4d557241£188 docker.elastic.co/elasticsearch/elasticsearch:7.6.2 "/usr/local/bin/dock.." 2 minutes ago

Up 2 minutes 0.0.0.0:9200->9200/tcp, 0.0.0.0:9300->9300/tcp reverent poincare



it for status=yellow&timeout=50s&pretty"
{
"cluster name" : "docker-cluster",
"status" : "green",
"timed out" : false,
"number of nodes™ : 1,

"number of data nodes" : 1,
"actlve_prlmary shards" : O,
"active shards" : O,
"relocating shards" : O,
"initializing shards" :
"unassigned shards" : 0,
"delayed unassigned shards" 0,
"number of pending tasks" : O,

"number of in flight fetch" : O,
"task max waltlng in queue millis" : 0,

0,

"active _shards percent as number" : 100.0




Kibana Docker Startup
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https://docs.google.com/file/d/1BRbXCYmCYzJ1RRVFpfWdOoDTsXgEVMlS/preview

<2 CentOS

; A

, =




<2 CentOS







Logstash

input {

udp {
port
type

tep {
port

type

"g8514"

"syslog-cisco"

"g514"

"syslog-cisco"



- module: cisco

asa:
enabled: true
var.input:
"syslogfile"
var.syslog host:
localhost
var.syslog port:
9001









‘. Observability .1 Security

APM Logs Metrics SIEM

APM automatically collects Ingest logs from popular data Collect metrics from the Centralize security events for
in-depth performance sources and easily visualize operating system and interactive investigation in
metrics and errors from in preconfigured dashboards. services running on your ready-to-go visualizations.
inside your applications. servers.

Add APM Add log data Add metric data Add events

Add sample data Upload data from log file Use Elasticsearch data
Load a data set and a Kibana dashboard Import a CSV, NDJSON, or log file Connect to your Elasticsearch index




Add Data to Kibana

Logs Metrics SIEM

ActiveMQ logs

Collect ActiveMQ logs with
Filebeat.

Elasticsearch logs

Collect and parse logs created
by Elasticsearch.

Logstash logs

Collect and parse debug and
slow logs created by Logstash
itself.

PostgreSQL logs

Collect and parse error and
slow logs created by
PostgreSQL.

Sample data

Apache logs

Collect and parse access and
error logs created by the
Apache HTTP server.

IBM MQ logs

Collect IBM MQ logs with
Filebeat.

MySQL logs

Collect and parse error and
slow logs created by MySQL.

Redis logs

Collect and parse error and
slow logs created by Redis.

& AWS Cloudwatch
logs

Collect Cloudwatch logs with
Functionbeat.

IIS logs

Collect and parse access and error
logs created by the IIS HTTP server.

Nats logs

Collect and parse logs created by
Nats.

System logs

Collect and parse logs written by
the local Syslog server.

= AWS S3 based logs

Collect AWS logs from S3
bucket with Filebeat.

Kafka logs

Collect and parse logs created
by Kafka.

Nginx logs

Collect and parse access and
error logs created by the
Nginx HTTP server.

Traefik logs

Collect and parse access logs
created by the Traefik Proxy.




System logs

The system Filebeat module collects and parses logs created by the system logging service of common
Unix/Linux based distributions. This module is not available on Windows. Learn more.

View exported fields

EEIRUELELELE Elastic Cloud

curl -L -O
https://artifacts.elastic.co/downloads/beats/filebea
° Download and install Filebeat t/ filebeat-7.6.2-x8 6_64 . rpm

First time using Filebeat? See the Getting_Started Guide. Copy snippet

) o sudo rpm -vi filebeat-7.6.2-x86 64.rpm
astic.co/downloads/beats/filebeat/filebeat-7.6.2-x86_64.rpm —
sudo rpm -vi filebeat-7. 4.

Looking for the 32-bit packages? See the Download page.

° Edit the configuration

Modify /etc/filebeat/filebeat.yml to setthe connection information: Copy snippet

output..ela:
ho: [
username:
pa rd:
setup.kibana
host: "<kibana_url>"

Where <password> is the password of the elastic user, <es url> is the URL of Elasticsearch, and <kiban 1> is the URL of Kibana.

e Enable and configure the system module

Copy snippet
sudo filebeat modules enable sy:

Modify the settings in the /etc/filebeat/modules.d/system.yml file.




System logs ‘ filebeat.inputs:

- type: log
The system Filebeat module collects and parses logs created by the system logging service of common
. . ) ) ' . ) enabled: false
Unix/Linux based distributions. This module is not available on Windows. Learn more.
paths:

filebeat.autodiscover:
providers:

Elastic Cloud - type: docker

templates:
Getting Started = conditién:
contains:

macOS ~ DEB  RPM .
docker.container.image: centos

° Download and install Filebeat config:
- type: container
First time using Filebeat? See the Getting_Started Guide. Copy snippet paths N
fpe;/fartifests lestic cofdomioedabeate(flicheac/lcheac7 0:2as0o0 /var/lib/docker/containers/${data.docker.container.id}/*.log
sudo rpm -vi filebeat-7.6 64.rpm
exclude lines: [""\\s+[\\-"('.| _]"]
Looking for the 32-bit packages? See the Download page. filebeat.confi g. modules:

path: ${path.config}/modules.d/*.yml

reload.enabled: true

° Edit the configuration reload.period: 10s

setup.template.settings:
index.number of shards: 1
_source.enabled: true

name: log repo

tags: ["syslog", "network"]

fields:
env: prod

Modify /etc/filebeat/filebeat.yml to setthe connection information: Copy snippet

Where <password> is the password of the elastic user, <es_url> is the URL of Elasticsearch, and <kibana_url> is the URL of Kibana. setup . kibana :
host: "localhost:5601"

output.elasticsearch:

e Enable and configure the system module hosts: ["localhost:9200"]
username: "elastic"
password: "changeme"

processors:

- add host metadata: ~

- add_cloud metadata: ~

- add docker metadata: ~

- add kubernetes metadata: ~

Copy snippet

sudo filebeat modules enable

Modify the settings in the /etc/filebeat/modules.d/system.yml file.




System logs

The system Filebeat module collects and parses logs created by the system logging service of common
Unix/Linux based distributions. This module is not available on Windows. Learn more.

View exported fields

EEIRUELELELE Elastic Cloud

Getting Started

mac0S DEB RPM

° Download and install Filebeat

First time using Filebeat? See the Getting_Started Guide. Copy snippet

curl -L -0 https://artif lastic.co/downloads/beats/filebeat/filebeat-7.6
sudo rpm -vi filebeat-7.6.

Looking for the 32-bit packages? See the Download page.

Edit the configuration

Modify /etc/filebeat/filebeat.yml to setthe connection information: Copy snippet

output.elasticsear
hosts: [

Where <password> is the password of the elastic user, <es_url> is the URL of Elasticsearch, and <kibana_url> is the URL of Kibana.

Enable and configure the system module

Copy snippet

sudo filebeat modules enable s

Modify the settings in the /etc/filebeat/modules.d/system.yml file.

sudo filebeat modules enable system

sudo filebeat modules enable cisco



o Enable and configure the system module

Copy snippet

sudo filebeat setup

sudo filebeat modules enable system

Modify the settings in the /etc/filebeat/modules.d/system.ynl file. sSu do Serv j_ ce i J_ l eb ealt start

o Start Filebeat

The setup command loads the Kibana dashboards. If the dashboards are already set up, omit this command. Copy snippet

up
filebeat start

O Module status

Check that data is received from the Filebeat system module ‘ Check data ‘

When all steps are complete, you're ready to explore your data. System logs dashboard

° Module stat

Check that data is received frol e Filebeat system module Check data

Data successfully received from






https://docs.google.com/file/d/1VK-cM0408Hc14cKF19OKlWQHLJx9aNa_/preview

Live Demo






Typical observability stack

Ops: Log Ops: Infra
Monitoring Monitoring

Log Tool Metrics Tool

Web Logs Container Metrics
App Logs Host Metrics

Database Logs Database Metics
Container Logs Network Metrics
Storage Metrics

Development
Team

APM Tool

Real User Mon.
Txn Perf Mon.

Dist. Tracing

Ops: Service
Monitoring

A

Availability
Response Time

Business
Team

Business Tool

Business KPlIs




Elastic approach to observability

Dev, Ops and Business Teams

A A

- Metrics Data APM Data - Business Data

All your operational data in a single powerful datastore — Elasticsearch



No more silos, unification at every layer

Unified Machine Learning

Unified Alerting

Unified Dashboarding

Unified Schema

One Pricing Model

One tool to learn, secure, maintain, ...

Spot issue earlier with smarter detection

Reduce alert fatigue with smarter rule

Eliminate swivel chair analysis

Speed up analysis with cross-source correlation

One powerful datastore — Elasticsearch.

Simplify and control spend

Gain operational efficiency



Elastic approach to observability

K . Dashboard = Logs, Metrics and APM - smaller screen (s) [l
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by  Transactions | Rack

Event Count Devices Sources Destinations

330,453 57 254 425

Services @ opveans-ruby @ @ opbeans-java @ opbe

% HTTP 20 Rack 56

GET opbeans-g
]
“ HTTP 20 GET fapiforders 542 m
GET opbeans-|
1
“ HTTP 2 DispatcherServietitdoGet 2

GET opbeans-node 183

© SELECT FROM orders 101ms

ml-

Protocols

Actions v
Source(s) Destination(s) Bandwidth Bandwidth
Device Port: (Incoming) (Outgoing)

Fedora 4 48,543,771 775,106,603

ACTIONS

Event Outcome

http://opbeans-node:3000/api/orders

1,827,840

EF Show container logs [

1
3 5 3 275,800
1
1

HTTP 2xx EF Show host logs

EF Show trace logs [z,

~ i X 5 1/ Dashboard  [Metricbeat System] Host overview ECS L)
(E ShOW container metrics ll— ©  System Overview | Host Overview | Containers overview TIP: To select another host, go to the System Overview dashboard and double-
ek et
& Show host metrics / -~ i oo
@ View sample document |~ 462.98/s  7.044 0
10.5% 17.2% 0.76 0
&J View monitor status 2
@ P
g 0%
1.339GB o
i 0% e Processes 0% s
e e st ety

lowait [
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Elastic Cloud

I Don't have an account? Sign up. I

Connect with Elastic Stack experts and fellow
users at an Elastic{ON} event near you

https://www.elastic.co/cloud/elasticsearch-service/signup



https://www.elastic.co/cloud/elasticsearch-service/signup
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NetDevOps
Tech Chat

© 2018 Cisco and/or its affiliates. All rights reserved. Cisco Public



</finish>



Webinar Resources
on DevNet!

Docs and Links
| earning Labs

DevNet Sandboxes

Code Samples

developer.cisco.com/netdevops/live/#s03t07/

© 2018 Cisco and/or its affiliates. All rights reserved. Cisco Public Ej DEVNET
™ developer.cisco.com



https://developer.cisco.com/netdevops/live/

NetDevOps Live! Code Exchange Challenge

Discover code repositories related to Cisco technologies

developer.cisco.com/codeexchange

Event driven something! Monitor
syslog for some key message

and take an action based on it. o |2
Submit your project O

Example: Every time the configuration —— -

changes on a device send yourself a chat m"”j::fm v

message!



https://developer.cisco.com/codeexchange

Looking for more about NetDevOps”?

- NetDevOps on DevNet
developer.cisco.com/netdevops

- NetDevOps Live!
developer.cisco.com/netdevops/live

- NetDevOps Blogs
blogs.cisco.com/tag/netdevops

- Network Programmability Basics Video Course
developer.cisco.com/video/net-prog-basics/



https://developer.cisco.com/netdevops
https://developer.cisco.com/netdevops/live
https://blogs.cisco.com/tag/netdevops
https://developer.cisco.com/video/net-prog-basics/

-VOPS{LIVEL


https://developer.cisco.com/netdevops/live/

Got more gquestions? Stay in touch!

IIr
CISCO.

DEVNET

LEARN CODE INSPIRE CONNECT

|

Hank Preston developer.cisco.com

@ hapresto@cisco.com ¥ @CiscoDevNet
¥ @hfpreston Kl facebook.com/ciscodevnet/

http://github.com/hpreston http://github.com/CiscoDevNet



NETDEVOPS{LIVEL}

https://developer.cisco.com/netdevops/live
@netdevopslive Y



