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Cisco YANG Suite

YANG API Testing and Validation Environment

Construct and test YANG based APIs over 
NETCONF, RESTCONF, gRPC and gNMI

IOS XE / IOS XR / NX OS platforms
Now Available !

developer.cisco.com/yangsuite

github.com/CiscoDevNet/yangsuite
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Internal YANG Suite Resources

Official Internal YANG Suite Wiki: https://wiki.cisco.com/display/DDMICIA/Yang-Suite 
TL DR: Run the setup_yangsuite.sh

Internal Mailer: yang-suite-support@cisco.com   

MPTE / YANG Suite internal support US - https://eurl.io/#yaBfis2TI

MPTE / YANG Suite internal support India - https://eurl.io/#RqqTW49pG 

The focus of this presentation is for the public YANG Suite release

Internal Cisco Engineering users can refer to the resources below

https://wiki.cisco.com/display/DDMICIA/Yang-Suite
mailto:yang-suite-support@cisco.com
https://eurl.io/
https://eurl.io/
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Internal 
Programmability 
Teams Rooms

• Support for Sales and Engineering:

• NETCONF/YANG/GNMI + YangSuite + PyATS + 
XE/XR/NXOS - https://eurl.io/#JY7rGlYda 

• IOX/Docker/App-Hosting/GuestShell/Python/ZTP 
on IOS XE - https://eurl.io/#ryW56hQuS 

• Ask IBNG IOS XE Programmability - 
https://eurl.io/#KJl4YpIbm 

• Support for Cisco internal developers:

• MPTE / YANG Suite internal support US - 
https://eurl.io/#yaBfis2TI

• MPTE / YANG Suite internal support India - 
https://eurl.io/#RqqTW49pG

https://eurl.io/
https://eurl.io/
https://eurl.io/
https://eurl.io/
https://eurl.io/
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External Webex 
Teams Rooms

Anyone can join !

https://eurl.io/#MaW78CelS 

https://eurl.io/
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Recent YANG Suite 
Innovations
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• When any bug fixes go into the internal 
YANG Suite, they are now automatically 
also pushed to the public external 
repository as well – in the “pre-release”.

• The “pre-release” code is promoted to 
mainline on the 28th of the month.

• We have created a feature request to 
enable installation from “pre” in the GUI 
however the current option is CLI only

YANG Suite Update Schedule & Pre-releases

https://github.com/CiscoDevNet/yangsuite/blob/main/README.md#pre-release-versions

https://github.com/CiscoDevNet/yangsuite/blob/main/README.md
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Option to use PostgreSQL instead of SQLite

Default option has been to use a  local .sqlite 
file 

Now a local or remote PostgreSQL database 
can be used

https://www.sqlite.org/index.html 
https://www.postgresql.org/ 

Postgres
Server

SQL CLI Client

Remote Client
“yangsuite”

DB1: YANG Suite
DB2: Cisco_MDT

https://www.sqlite.org/index.html
https://www.postgresql.org/
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YANG datasets and diffs enhancements

The YANG datasets and diff’s plugin has been 
upgraded to enable comparison between 
complete YANG module set’s and repositories. 
Previously this was enabled for a single YANG 
module only – Now it works with the entire set.

For example, a YANG set from release 17.6 
can be compared against 17.9 to understand 
changes across all modules in the set.

All Native modules can also be compared, for 
example.

Compare YANG, run diffs, display and export metadata to view see changes for various software releases

Compare to previous:
17.9
17.9 Interfaces-Oper
17.9 Cisco-Native-*
 Or OC, or IETF, etc…
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YANG Suite +(mac) pip install + HTTPS support

YANG Suite can now be accessed using HTTPS with TLS certificates when installed 
using the pip package manager mechanism.

The 3-Docker container solution can still be used when HTTPS is required and when 
the docker framework is the preferred solution

You can now provide the flag “—https” option when starting YANG Suite along with the 
required TLS certificates to enable the secure connection into the tool
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GUI UI/UX Redesign in progress

UI/UX Redesign underway – please provide any feedback via channels
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IOS XE 
YANG API 
Overview
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IOS XE Programmability & Automation Overview

Day 0

Day 1

Day 2

Day N Intent-based 
Network Infrastructure

Provisioning
Automation

Pre-boot Execution 
Environment (iPXE)

Zero Touch Provisioning

VM Automation

Device
Onboarding

Model Driven 
Programmability

Network Configuration Protocol 
(NETCONF), RESTCONF, gNMI

YANG Data Models, OpenConfig, 
and YANG Suite tooling

Terraform, Ansible, pyATS
Device

Configuration

gNOI cert/os/reset proto

Guest Shell + NETCONF

CentOS 8 Python 3

Application Hosting with Docker

CLI to XML

Software Image 
Management

Device
Optimization

Model Driven 
Telemetry

TIG_MDT container + examples

YANG On-Change support

gRPC Dial-Out + DNS + TLS

gNMI/NETCONF Dial-In

Device
Monitoring
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Cisco Catalyst 9000 Switching Portfolio
One Family from Access to Core – Common Hardware & Software

2022

Catalyst
9000 
Series

Catalyst 
9400 SeriesCatalyst 

9300 Series

Catalyst
3650/3850

Catalyst
4500-E Series

Catalyst 
3850-XS/4500-X

Catalyst 
6840-X/6880-X

Catalyst
2960-X/XR

Catalyst 
9200 Series

Catalyst 
9500 Series

Catalyst 
6500-E/6807-XL

Access Switching Core Switching 

Catalyst
9300X

Catalyst
9400X

Cisco 
ASIC

Cisco 
IOS® XE

Catalyst 
9500X

Catalyst
9600X

Catalyst 
9600 Series

Catalyst 
9200CX

Catalyst
9300LM

C9600X-LC-32CD

C9500X-60L4D

Q3
CY22

Q3
CY22

Q4
CY22

Q3
CY22
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Getting started with NETCONF on IOS XE

Refer to Programmability Configuration Guide at 
https://www.cisco.com/c/en/us/td/docs/ios-
xml/ios/prog/configuration/173/b_173_programmabili
ty_cg/configuring_yang_datamodel.html#id_84436 

netconf-yang
aaa new-model
aaa authentication login default local
aaa authorization exec default local 
username netconf privilege 15 password 0 netconf

Once enabled, validate by connecting to the NETCONF interface with SSH:
ssh -p 830 netconf@<IOS XE IP address> -s netconf

Enable NETCONF-YANG and set the required AAA configuration

https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/prog/configuration/173/b_173_programmability_cg/configuring_yang_datamodel.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/prog/configuration/173/b_173_programmability_cg/configuring_yang_datamodel.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/prog/configuration/173/b_173_programmability_cg/configuring_yang_datamodel.html


© 2022  Cisco and/or its affiliates. All rights reserved.   Cisco Public 17

Demo Environment: IOS XE Always-On Sandbox
https://devnetsandbox.cisco.com/ 

https://devnetsandbox.cisco.com/
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Enable NETCONF examples 

Refer to Programmability Configuration Guides for more details

IOS XE:
configure terminal > netconf-yang
aaa new-model
aaa authentication login default local
aaa authorization exec default local 
username netconf privilege 15 password 0 Netconf

IOS XR:
configure terminal > ssh server v2 
ssh server netconf
netconf agent tty
netconf-yang agent ssh

NX-OS:
configure terminal > feature netconf

Once enabled, validate by connecting to the NETCONF interface using SSH:
ssh -p 830 –s netconf user@ip
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The NETCONF, RETCONF, gNMI and gRPC are programmatic interfaces that provide 
additional methods for interfacing with the IOS XE device – Just like how the CLI, SNMP, 
and WebUI is used for configuration changes and operational metrics – so can the 
programmatic interfaces of NETCONF, RESTCONF, gNMI, and gRPC.

IOS XE YANG Model Driven Programmability

SNMP

WebUI

CLI

Intent-based 
Network Infrastructure

NETCONF RESTCONF gNMI gRPC

YANG Data Models

Open Native

Configuration and Operation

Device Features

Interface BGP QoS ACL …
SNMP
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Dial In: Session based - Collector establishes a connection to the device then subscribes to telemetry
 
 Dial Out: Telemetry is pushed from the device to the collector based off configuration (push)

IOS XE Model Driven Telemetry Interfaces

XML, JSON and  kvGPB 
encoding

Consistent YANG data models 
between interfaces

On-change event and time-
based publication options

Publication / Subscription

Intent-based 
Network Infrastructure

GET

Su
bs

cri
be

YA
NG-P

USH

ESTABLISH-

SUBSCRIPTION

NETCONF RESTCONF gNMI gRPC

YANG Data Models

Open Native

Configuration and Operation

Device Features

Interface BGP QoS ACL …
SNMP
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Content
YANG-Push

kvGBP

HTTP/2

API Interfaces

Content

<get> <get-config> 
<edit-config>, 

<establish-
subscription>

XML

SSH

Content

GET, POST
PUT, PATCH, 

DELETE

XML, JSON

HTTPS

Content
GET, SET, SUB

JSON_IETF

HTTP/2

YANG Model

NETCONF RESTCONF gNMI gRPC

Content

Operations

Encoding

Transport
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API Operations

GET

POST

POST, PATCH

DELETE

NETCONF RESTCONF gNMI 

GET

SET

SUBSCRIBE

SET = update

SET = <null>

<get-config>, <get>

<edit-config>     
(operation=“create”)

<edit-config>     
(operation=“replace”)

<edit-config>     
(operation=“delete”)

<establish-subscription>

gRPC 

YANG push
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IOS XE - YANG Model Coverage on GitHub

YANG module name.yang Description

Cisco-IOS-XE-native running-config

Cisco-IOS-XE-{feature}-cfg Feature configuration

Cisco-IOS-XE-{feature}-oper Feature operational data

Cisco-IOS-XE-{feature}-rpc Actions

Cisco-evpn-service EVPN service abstraction

OpenConfig-{feature} abstraction for config & oper

RFC7950 states that “YANG is a 
data modeling language used to 

model configuration data, state data, 
Remote Procedure Calls, and 

notifications for network 
management protocols”

Day 0

Day 1

Day 2

Day N Intent-based 
Network Infrastructure

https://github.com/YangModels/yang/tree/master/vendor/cisco/

https://github.com/YangModels/yang/tree/master/vendor/cisco/
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YANG Suite Overview
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Cisco IOS-XE Automation

• Day-0 Installation
• Day-1 Configuration and Operations
• Day-2 Optimization and Compliance

• Day-N Patching and Maintenance

Day 0

Day 1

Day 2

Day N Intent-based 
Network Infrastructure

Provisioning
Automation Device

Onboarding

Model Driven 
Programmability

Device
Configuration

Model Driven 
Telemetry

Device
Monitoring

Software Image 
Management

Device
Optimization

Automated Lifecycle powered by YANG Suite
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Use Cases

1 As we see increased adoption of Catalyst 9000 portfolio from 
legacy devices, YANG Suite helps facilitate migration from CLI 
to YANG

Legacy Migration

2 With new versions of IOS XE, XR, and NX-OS Software, 
YANG Suite allows exploring the models and provide 
toolchain to allow automation of such features

Device Automation

3 To leverage the additional benefits of Model Driven telemetry, 
YANG Suite provides a path to migrate from SNMP towards 
YANG based Model Driven Telemetry

Network Telemetry

4 YANG Suite helps understand model coverage for existing 
features and helps NetOps in network validation Compliance and Coverage
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What’s Included
• Initial Release: 

• Plugin and YANG File Manager, Datasets and diffs
• Device Manager
• NETCONF (Python), gRPC Telemetry
• Docker install support with HTTPS

• Second Release: 
• RESTCONF
• gNMI
• Python Integrations

• Third Release: 
• gRPC Telemetry with TLS Support
• SNMP OID to YANG Xpath Mapping
• Ansible Integrations
• Pip install support

Additional plugins

Core plugins
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Plugins
Plugin Description Release

yangsuite Core application, plugin management and API libraries Core

yangsuite-devices Add and edit Cisco IOS XE, XR and NX devices Core

yangsuite-netconf NETCONF client including telemetry Core

yangsuite-filemanager Download and manage YANG modules Core

yangsuite-yangtree Explore YANG modules in detail Core

yangsuite-coverage Analytics > Datasets & Diffs Core

yangsuite-grpc-telemetry gRPC Telemetry recevier V1

yangsuite-restconf RESTCONF client V2

yangsuite-gnmi gNMI client including telemetry V2

yangsuite-coverage SNMP to YANG V3
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Cisco EULA License
https://github.com/CiscoDevNet/yangsuite/blob/main/LICENSE 

https://github.com/CiscoDevNet/yangsuite/blob/main/LICENSE
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YANG Suite Adoption

This free tool has been available for over a year and helps customers and partners to 
increase adoption and less friction with validation of API’s and telemetry

~180 clones in 14-day period  Active issues and discussion forums

https://eurl.io/#MaW78CelS 

https://eurl.io/
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What’s Included – YANG Suite Core
Plugin Manager: Additional plugins are installed and 
updated through the plugin manager from the online 
Python Package Index (PyPi)

YANG File Manager: The YANG Sets and 
Repositories allows for downloading and sorting of 
the YANG models

Device Manager: Support for adding multiple 
devices and specifying which of the programmatic 
interfaces are enabled
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What’s Included – YANG Suite Additional Plugins
Datasets and Diffs (Compare): Load various YANG models to display and compare or export the metadata 
NETCONF: Build and generate XML payload and interact with the device using NETCONF protocol
gRPC Telemetry: Listen for Model Driven Telemetry (streaming telemetry) on the specified TCP port
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What’s Included – YANG Suite Additional Plugins
RESTCONF: OpenAPI “Swgger” user interface based on YANG set
gNMI: A complete gNMI client supporting GET, SET, and Subscribe operations, origin, and encoding options
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Getting Started Workflow
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Docker vs Python install

There are two supported YANG Suite installations using either a Docker 
container or by running the python application natively within an existing 
operating system

Docker: pre-configured container supporting HTTPS

Python: native python application that is deployed on existing OS or VM
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Docker: System Requirements

YANG Suite runs within Docker and is installed using the python pip package system

Mac/Linux/Windows

• Docker Engine
• Docker Compose
• Git
• OpenSSL
• Browser: Chrome/Firefox/Safari

4GB Memory for Docker
Port 80 and 443 by default

Detailed installation instructions are 
on the Community Forum

https://community.cisco.com/t5/yang-tools/yang-suite-docker-install-on-windows-10/m-p/4293266
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Getting Started with Docker and Git on DevNet

Docker 101 https://developer.cisco.com/learning/lab/docker-101/step/1 

Git https://developer.cisco.com/learning/lab/git-basic-workflows/step/1 

FAQ – Internal version only, being added to https://developer.cisco.com/yangsuite 

https://developer.cisco.com/learning/lab/docker-101/step/1
https://developer.cisco.com/learning/lab/git-basic-workflows/step/1
https://developer.cisco.com/yangsuite
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Docker Containers

• yangsuite
• yangsuite-backup
• nginx

The main “yangsuite” docker container has the application and runtime data
 This is an Ubuntu container
The YANG files and configuration is backed up with the yangsuite-backup container
The nginx container is the HTTPS front-end to YANG Suite  
 This is an Alpine Linux container
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Quick Start with Docker
1. git clone https://github.com/CiscoDevNet/yangsuite
2. Build certificates: cd yangsuite/docker/ ; ./gen_test_certs.sh
3. docker-compose up

2. Access the tool at https://localhost

3. Review and accept license and privacy policy

4. Login to the tool at http://localhost

https://www.cisco.com/c/en/us/about/legal/cloud-and-software/end_user_license_agreement.html
https://www.cisco.com/c/en/us/about/legal/privacy-full.html 

Default credentials in the Dockerfile
admin : superuser

https://www.cisco.com/c/en/us/about/legal/cloud-and-software/end_user_license_agreement.html
https://www.cisco.com/c/en/us/about/legal/privacy-full.html
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YANG Suite v3 and Docker

1. Upgraded Operating System Ubuntu 18 to Ubuntu 20
2. Python 3.8 is now used
3. Option to use PostgreSQL instead of SQLite
4. Sendmail included for password reset notification emails

Release 3 brings enhancements to the Docker environment including:
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Option to use PostgreSQL instead of SQLite

Default option has been to use a  local .sqlite 
file 

Now a local or remote PostgreSQL database 
can be used

https://www.sqlite.org/index.html 
https://www.postgresql.org/ 

Postgres
Server

SQL CLI Client

Remote Client
“yangsuite”

DB1: YANG Suite
DB2: Cisco_MDT

https://www.sqlite.org/index.html
https://www.postgresql.org/
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Postgres
Server

SQL CLI Client

Remote Client
“yangsuite”

DB1: YANG Suite
DB2: Cisco_MDT
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Pip install support

Ensure pre-requisites are installed in a virtual environment as a non-root user
Ubuntu Linux example:
$ apt-get install git openssh-client iputils-ping sqlite3 snmp python3.8 python3-pip

Windows:
Install python3 and python3-pip from python.org
Recommended: Install Windows Subsystem for Linux (WSL). 
 Note: Python3 comes with WSL, but not python3-pip or Django>=3.2
https://learn.microsoft.com/en-us/windows/wsl/about

Mac:
Install python3

Requirements:
• 64-bit Windows10, Mac, Ubuntu, CentOS, or FreeBSD
• 8 GB Memory, Python 3.7 & 3.8
• Prerequisite: pip3 in Linux and Windows

$ pip3.8 install yangsuite
$ yangsuite -i

The Python Package Index (PyPI) is a repository of software for Python
https://pypi.org/project/yangsuite/

https://learn.microsoft.com/en-us/windows/wsl/about
https://pypi.org/project/yangsuite/
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Pip Install Support and Details

• Requirements: 
• Install recommended or supported Python 3.8
• Install YANG Suite as a non-root user
• Run YANG Suite in a virtual environment as a non-root user 

• Linux notes:
• Ubuntu 20 includes 3.8 by default
• Ubuntu 22 Guide (uses a higher version of Python by default, which needs to be downgraded)

• https://www.linuxcapable.com/how-to-install-python-3-8-on-ubuntu-22-04-lts/

Virtual Environment:
$ mkdir yangsuite ; cd yangsuite
$ python3.8 –m venv .
$ source ./bin/activate
(yangsuite) $ pip3.8 install yangsuite
(yangsuite) $ yangsuite
  Answer the prompted questions !
 or
(yangsuite) $ yangsuite &
  Start in the background
(yangsuite) $ yangsuite -l
 to see YS settings

https://packaging.python.org/en/latest/tutorials/installing-packages/

https://www.linuxcapable.com/how-to-install-python-3-8-on-ubuntu-22-04-lts/
https://packaging.python.org/en/latest/tutorials/installing-packages/
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YS on Mac with Pip
Install home brew
/bin/bash -c "$(curl -fsSL https://raw.githubusercontent.com/Homebrew/install/HEAD/install.sh)"

$ brew install pyenv

$ pyenv install 3.8 (will get latest (currently 3.8.15))
or
$ pyenv install 3.8.12 (or latest)

$ ~/.pyenv/versions/3.8.12/bin/python -m venv yangsuitevenv
$ source yangsuiteenv/bin/activate
$ pip install pip wheel setuptools --upgrade
$ pip install yangsuite
$ yangsuite

fill in prompts: 
The path to the data is absolute so /Users/username_here/yangsuiteenv/ is recommended
Next, 
• Install additional plugins from GUI
• Add devices, add YANG modules, and start sending API calls!
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Pip Install example on Mac
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Install options: docker and pip
Docker:
Git clone
Run a script

3 docker container solution
HTTPS support
Using docker-compose
Default port: https://localhost:8443 

Pip:
Install Python, pip, venv
Pip install YANG Suite

Requires python 3.8
Virtual Environment
Direct HTTP access into the tool only
Default port: http://localhost:8480 

http://localhost:8480https://localhost:8443

https://localhost:8443/
http://localhost:8480/
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Persistent YANG Suite with Linux Screen Sessions
Goal: start pip yangsuite automatically on reboot for a 
persistent YANG Suite (no need to restart or reinstall). 
Use the Linux "screen" function and add some additional 
syntax to run it as a cronjob.

#Yangsuite autostart sequence

sudo cat <<EOF >>/home/cisco/.clus_startup.sh
cd ~/testing/YANGSuite
source .venv/bin/activate
yangsuite
EOF

crontab -e
#add this line to the file after entering the "crontab -e" command
@reboot /usr/bin/screen -dm bash -c 'sleep 5; /home/cisco/.clus_startup.sh; exec sh'

https://linuxize.com/post/how-to-use-linux-screen/

https://linuxize.com/post/how-to-use-linux-screen/
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Capabilities & Demos
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• Device Management
• YANG Management



© 2022  Cisco and/or its affiliates. All rights reserved.   Cisco Public 51

Accessing YANG Suite HTTP User Interface
Access YANG Suite using https://localhost
Login using the credentials as provided in docker-compose.yml
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Add a Device
Setup > Device profiles > Create new device



© 2022  Cisco and/or its affiliates. All rights reserved.   Cisco Public 53

Check Device Connectivity
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Add YANG Modules into the local repository 
Default Repository and Yangset
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Add YANG Modules using NETCONF

Create YANG 
Repository

NETCONF > Select 
device > Get schema 
list > Select all > 
Download 

All data models will 
now be downloaded 
from the NETCONF 
interface into the local 
YANG Suite
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Add YANG Modules from local file upload
Select Setup > YANG Files 
and Repository

Create/Select YANG 
Repository

Navigate to “Upload” tab

Select the necessary YANG 
files.

Select “Upload files to 
repository”. 

Click “Upload files 
to repository” 
button

Select files 
to Upload

View newly 
uploaded 
modules
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Add YANG modules to a working set

Filter for “Cisco-IOX-XE” native 
models
Select all > “Add selected”

Select “Locate and add 
missing dependencies”
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• Explore
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Explore YANG
Operations > Explore YANG
Select YANG Set and module then Load module
Details about the data are displayed
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Demo: Explore YANG
Explore YANG model tree and container elements in detail
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Explore YANG Models for interfaces-oper
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Demo: Datasets and Diffs
Compare YANG, run diffs, display and export metadata to view see changes for various software releases
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Demo: Using YANG Suite to compare versions
Using the Analytics > Datasets and Diff’s plugin to YANG Suite
The deviation for the “partner-part-num” is no longer present

Support for telemetry with subscribe to LACP operational data

Download versions to compare from GH
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Understanding Data Set Diffs

Legend:
> Current YANG set
< Previous YANG set
+ In OC only
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Import YANG from Github

Easily import YANG from Github repository
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• NETCONF
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NETCONF
Protocols > NETCONF
Select YANG Set
Select Module: Cisco-IOS-XE-environment-oper
Load Module
NETCONF Operation: get
Device: select device
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Example NETCONF GET IETF-Interfaces
IETF-interfaces.YANG GET-config operation 
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Configure multiple interfaces in a single payload

Get better example (2 ints)

Add xml here J 



© 2022  Cisco and/or its affiliates. All rights reserved.   Cisco Public 70

NETCONF get environment example

This example shows the 
NETCONF get operation 
using the Cisco-IOS-XE-
environement-oper YANG 
model reports the “Inlet 
Temp” is 40 Celsius
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Build NETCONF XML Payload to GET Hostname
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Device Response after NETCONF GET 
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Build NETCONF XML Payload to SET Hostname
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Device Response after NETCONF SET 
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Generate Python Script
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Demo: Generate Python from NETCONF

Access YANG Suite > 
Protocols > NETCONF

Select YANG model then 
Build RPC payload

Select Replays

Select Generate Python 
script
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YANG Suite + Ansible 
using NETCONF, RESTCONF & gNMI OpenConfig

Quickly and easily generate Ansible playbook for deployments to be used with the inventory, 
similar to the “Generate Python script” button.

Restrictions for gNMI
For OpenCong YANG only
Using 3rd party plugin to Ansible from 
Nokia, which equires collection to be 
installed:
$ ansible-galaxy collection install nokia.grpc
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NETCONF + Ansible

Similar to the “Generate Python” functionality, a new 
functionality generates YAML formatted for Ansible.

Requirements
1. Install Ansible
2. Install NETCONF collection:

ansible-galaxy collection install NETCONF

- name : conf-host
  hosts: c9300
  connection: netconf
  gather_facts: no

  tasks:
    - name: hostname-conf
      netconf_config:
        xml: |
            <config xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
              <native xmlns="http://cisco.com/ns/yang/Cisco-IOS-XE-native">
                <hostname>c9300-pod29</hostname>
              </native>
            </config>
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NETCONF + Ansible Change Host Name demo
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NETCONF + Ansible Update Interface Description 
Demo

DEVNET-2745 80
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Demo: Model Driven Telemetry - NETCONF
Receive CPU telemetry every 10 seconds from NETCONF yang-push

* Note: ensure NETCONF session is not closed after 
sending the RPC by manually selecting “Start Session”
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RFC5277 Event Streams
NETCONF and snmpevents streams support subscribe
 The NETCONF stream ….
  Configuration changes
 The snmpevents stream ….
  SNMP traps 



© 2022  Cisco and/or its affiliates. All rights reserved.   Cisco Public 84

snmpevents events stream

SNMP

DMI
“NETCONF/YANG”

User:
NETCONF
RESTCONF

Connect SNMP feature on IOS XE to the DMI feature

Subscribe to
snmpevents

Get SNMP trap notifications:
Link Down notification
Disk full, failed login, etc

Configure traps (notification) for link down, etc

Receiver/Tooling

IOS XE

ADD SAMPLE PLZ
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NETCONF event stream

IOS XE 
configuration change

CLI/API/etc

RFC5277 Event 
Notification with 

configuration change 
details

NETCONF RESTCONF gNMI

YANG Data Models

OpenConfig Cisco Native

Configuration and Operation

Device Features

Interface BGP QoS ACL …
SNMP

Details of the config change are sent as part of the notification

Operation = Replace
Target = Cisco-IOS-XE-Native

Xpath = /ios:native/ios:hostname
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• gRPC Telemetry
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gRPC Dial-Out with TLS Support
Server Certificate and Key can now be provided within the Device Profile
These certificates are used to secure the model driven telemetry data between YANG Suite and IOS XE
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Demo: Model Driven Telemetry - gRPC

telemetry ietf subscription 202
 encoding encode-kvgpb
 filter xpath /process-cpu-ios-xe-oper:cpu-usage/cpu-utilization/five-seconds
 stream yang-push
 update-policy periodic 1000
 receiver ip address 10.1.1.3 57344 protocol grpc-tcp

https://github.com/jeremycohoe/cisco-ios-xe-mdt 

https://github.com/jeremycohoe/cisco-ios-xe-mdt
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• SNMP OID to YANG XPATH
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SNMP to YANG migration mapping
Ease the transition from SNMP OID to YANG Xpath and easily verify the responses from both.

CPU OID: .1.3.6.1.4.1.9.9.109.1.1.1.1.6.19 
Environment OID: .1.3.6.1.4.1.9.9.91.1.1.1.1.4

Right click > Run to retrieve from SNMP and 
NETCONF simultaneously.

This solution utilizes the Python library for 
“fuzzy matching” of OID and XPATH values 
to identify most accurate match.

https://1.1.1.4/
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• RESTCONF
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YANG Suite RESTCONF
RESTCONF provides a programmatic interface based on standard mechanisms for accessing configuration data, state data, 
data-model-specific Remote Procedure Call (RPC) operations and events, defined in the YANG model. The YANG Suite 
RESTCONF plugin provides Swagger UI and execution visualization of the YANG data model.

YANG Suite RETSCONF replaces the need for POSTMAN, which 
doesn’t have integration with YANG models
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Demo 1: RESTCONF
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Demo 2: Get Loopback using RESTCONF
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Demo 2: Acknowledge Notification
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Demo 2: Select interfaces > Loopback



© 2022  Cisco and/or its affiliates. All rights reserved.   Cisco Public 97

Demo 2: View the Generated RESTCONF APIs
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Demo 2: RESTCONF GET Loopback API
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Demo 2: Execute the RESTCONF GET Loopback 
API
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Demo 2: View, Copy, or Download the Response
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YANG Suite RESTCONF GET Interface
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YANG Suite RESTCONF Demo
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RESTCONF + Python Script

What python dependencies/limitations?
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RESTCONF + Ansible

- name: interface
hosts: HOST_NAME_HERE
gather_facts: no
tasks:
- name: interfaces_oper
ansible.netcommon.restconf_get:
# Output can either be json or xml
output: json
path: Cisco-IOS-XE-interfaces-oper:interfaces

Requirements
1. Install Ansible
2. Install the required 

collection:
ansible-galaxy 
collection 
install 
ansible.netcommon
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RESTCONF + Ansible

Result
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• gNMI
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gRPC Dial-Out

gNMI +
gRPC Dial-Out 

YANG Suite TLS
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Model-driven configuration and retrieval of config and operational data using the gRPC Network 
Management Interface (gNMI) Capabilities, Get, Set and Subscribe remote procedure calls (RPCs). 

This fully functional gNMI client helps build, test, and validate gNMI YANG payloads 

YANG Suite gNMI
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Demo: gNMI GET for Cisco Native hostname
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{
  "update": [
    {
      "path": {
        "origin": "rfc7951",
        "elem": [
          {
            "name": "Cisco-IOS-XE-native:native"
          }
        ]
      },
      "val": {
        "jsonIetfVal": {
          "hostname": "set-by-ys-gnmi"
        }
      }
    }
  ]
}

Demo: gNMI SET for Cisco Native hostname
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Demo: gNMI GET OC Hostname
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gNMI GET IETF Interfaces
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gNMI GET IETF Interfaces Response
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Demo: gNMI SET OC Hostname

{
  "update": [
    {
      "path": {
        "origin": "openconfig",
        "elem": [
          {
            "name": "system"
          },
          {
            "name": "config"
          }
        ]
      },
      "val": {
        "jsonIetfVal": {
          "hostname": "set-by-ys-gnmi-ansible"
        }
      }
    }
  ]
}
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gNMI Subscribe Cisco native interfaces

{
  "subscribe": {
    "subscription": [
      {
        "path": {
          "origin": "rfc7951",
          "elem": [
            {
              "name": "Cisco-IOS-XE-interfaces-oper:interfaces"
            },
            {
              "name": "interface"
            }
          ]
        },
        "mode": "SAMPLE",
        "sampleInterval": "30000000000"
      }
    ],
    "encoding": "JSON_IETF"
  }
}
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gNMI Subscribe OpenConfig interfaces
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gNMI + Ansible
Requirements
1. Install Ansible
2. Install the required collection
ansible-galaxy collection install nokia.grpc

- name : gNMI playbook
  gather_facts: false
  hosts: MY_HOST_NAME

  collections:
  - nokia.grpc

  tasks:
  - name: gNMI RPC
    gnmi_config:
        update:
        - path: system/config/hostname
          val: set-by-ys-gnmi-ansible

    register: testout
  - name: dump test output
    debug:
        msg: '{{ testout.output }}' 

Note: the ansible gnmi integration works only with OpenConfig model
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gNMI + Ansible demo
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Additional Tooling:
Postman
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Generating Python from 
POSTMAN
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Postman to generate Python

Select “Code” 
from top right 
and then 
“Python”

Use Postman to generate Python code with the API call
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Python + RESTCONF
Copy generate code from POSTMAN, add verify=False (SSL) Run the Python code to get the results

Example code in Github @
https://github.com/jeremycohoe/restconf-catalyst-3850 
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RESTCONF + YANGSuite
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Resources
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YANG Suite Resources

Additional Resources
https://github.com/CiscoDevNet/yangsuite/ 
https://developer.cisco.com/yangsuite/ 
https://eurl.io/#MaW78CelS YANG Suite General (external)

https://blogs.cisco.com/devel
oper/363-yangsuite-01 

https://blogs.cisco.com/develope
r/2022yangsuiteupdatesfeatures
01 

https://blogs.cisco.com/develop
er/leverageyangsuite01?dtid=os
scdc000283 

https://youtu.be
/smrhjL5Ayz0 

https://www.youtub
e.com/watch?v=dT
un33611JA

https://www.youtube.c
om/watch?v=PkbAOzZ
1vNk

https://www.youtube.com/watch
?v=soyWPr0fJ0s
See the new updates and sneak peeks of new 
features with YANG Suite. Ep 58.

https://www.youtube.com/
watch?v=3zmNDfn8b38
All YANG Suite, all the time, DevNet 
Snack Minute, Episode 9

Blogs YouTube Videos

https://blogs.cisco.com/develop
er/yangallthetime01

https://www.youtube.com/w
atch?v=zVsOO9_6rAU
New YANG Suite Release | Snack Minute 
Episode 84

https://github.com/CiscoDevNet/yangsuite/
https://developer.cisco.com/yangsuite/
https://eurl.io/
https://blogs.cisco.com/developer/363-yangsuite-01
https://blogs.cisco.com/developer/363-yangsuite-01
https://blogs.cisco.com/developer/2022yangsuiteupdatesfeatures01
https://blogs.cisco.com/developer/2022yangsuiteupdatesfeatures01
https://blogs.cisco.com/developer/2022yangsuiteupdatesfeatures01
https://blogs.cisco.com/developer/leverageyangsuite01?dtid=osscdc000283
https://blogs.cisco.com/developer/leverageyangsuite01?dtid=osscdc000283
https://blogs.cisco.com/developer/leverageyangsuite01?dtid=osscdc000283
https://youtu.be/smrhjL5Ayz0
https://youtu.be/smrhjL5Ayz0
https://www.youtube.com/watch?v=dTun33611JA
https://www.youtube.com/watch?v=dTun33611JA
https://www.youtube.com/watch?v=dTun33611JA
https://www.youtube.com/watch?v=PkbAOzZ1vNk
https://www.youtube.com/watch?v=PkbAOzZ1vNk
https://www.youtube.com/watch?v=PkbAOzZ1vNk
https://www.youtube.com/watch?v=soyWPr0fJ0s
https://www.youtube.com/watch?v=soyWPr0fJ0s
https://www.youtube.com/watch?v=3zmNDfn8b38
https://www.youtube.com/watch?v=3zmNDfn8b38
https://blogs.cisco.com/developer/yangallthetime01
https://blogs.cisco.com/developer/yangallthetime01
https://www.youtube.com/watch?v=zVsOO9_6rAU
https://www.youtube.com/watch?v=zVsOO9_6rAU
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Cisco YANG Suite – Resources Overview
• DevNet/YANGSuite: https://developer.cisco.com/yangsuite
• Documentation: https://developer.cisco.com/docs/yangsuite
• Gitub repository: https://github.com/CiscoDevNet/yangsuite
• Learning Lab: https://developer.cisco.com/learning/lab/intro-yangsuite/step/1 
• PyPi: https://pypi.org/project/yangsuite/
• Brightalk webinar: https://www.brighttalk.com/webcast/17628/455586/the-

wait-is-over-for-the-cisco-yang-suite-tooling
• YANG Suite + NETCONF: https://www.youtube.com/watch?v=dTun33611JA

Quick start:
1. Clone:   git clone https://github.com/CiscoDevNet/yangsuite
2. Build certificates: cd yangsuite/docker/ ; ./gen_test_certs.sh
3. Start container:  docker-compose up
4. Connect and login: http://localhost (admin/superuser)

Questions? Join the external YANG Suite 
Webex space: https://eurl.io/#MaW78CelS

https://developer.cisco.com/yangsuite
https://developer.cisco.com/docs/yangsuite
https://github.com/CiscoDevNet/yangsuite
https://developer.cisco.com/learning/lab/intro-yangsuite/step/1
https://pypi.org/project/yangsuite/
https://www.brighttalk.com/webcast/17628/455586/the-wait-is-over-for-the-cisco-yang-suite-tooling
https://www.brighttalk.com/webcast/17628/455586/the-wait-is-over-for-the-cisco-yang-suite-tooling
https://www.youtube.com/watch?v=dTun33611JA
https://eurl.io/
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DevNet / YANG Suite

https://developer.cisco.com/yangsuite 

YANG Suite’s home page is on DevNet – links and resources are here

https://developer.cisco.com/yangsuite
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Community Engagement

yangsuite-support-ext@cisco.com https://eurl.io/#MaW78CelS 

https://github.com/CiscoDevNet/yangsuite/issues https://community.cisco.com/ 

mailto:yangsuite-support-ext@cisco.com
https://eurl.io/
https://github.com/CiscoDevNet/yangsuite/issues
https://community.cisco.com/
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Documentation
https://developer.cisco.com/docs/yangsuite 

Built in the the GUI
https://localhost/help 

https://developer.cisco.com/docs/yangsuite
https://localhost/help
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Cisco Community
https://community.cisco.com/t5/developer-networking/ct-p/j-developer-networking 

Navigate to the Developer 
Networking forum and select 
YANG Tools – There is a label 
for YANG Suite

https://community.cisco.com/t5/developer-networking/ct-p/j-developer-networking
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Github.com/CiscoDevNet/yangsuite
Workflow to use 
1. Git clone
2. Load certs
3. Docker build or pip install
4. Access through browser
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Cisco IOS XE Programmability – Resources

http://cs.co/programmabilitybook OR https://www.cisco.com/c/dam/en/us/products/collateral/enterprise-networks/nb-06-ios-xe-prog-ebook-cte-en.pdf
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/prog/configuration/179/b_179_programmability_cg.html

http://cs.co/programmabilitybook
https://www.cisco.com/c/dam/en/us/products/collateral/enterprise-networks/nb-06-ios-xe-prog-ebook-cte-en.pdf
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/prog/configuration/179/b_179_programmability_cg.html
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Programmability & Automation on SalesConnect

https://salesconnect.cloudapps.cisco.com/#/program/PAGE-16608

https://salesconnect.cloudapps.cisco.com/
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Configure and Validate NETCONF Example Guide
This document describes how to configure and work 

with NETCONF and YANG on Cisco IOS XE using 
YANG Explorer

https://www.cisco.com/c/en/us/support/docs/storage-
networking/management/200933-YANG-NETCONF-Configuration-

Validation.html

https://www.cisco.com/c/en/us/support/docs/storage-networking/management/200933-YANG-NETCONF-Configuration-Validation.html
https://www.cisco.com/c/en/us/support/docs/storage-networking/management/200933-YANG-NETCONF-Configuration-Validation.html
https://www.cisco.com/c/en/us/support/docs/storage-networking/management/200933-YANG-NETCONF-Configuration-Validation.html
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Start Now Sandbox
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Community and 
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Code Exchange
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